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Self-organized Public Key Management with
Certificate Management Nodes for Wireless Ad Hoc Networks

SHUNSUKE FUNABIKI,t TAKAMASA [SOHARA,! YUKO KITADA,t
KEISUKE TAKEMORItt and IWAO SASASEf

In a wireless ad hoc network that has no connection to the Internet, certificating nodes is
an important technique and the self-organized public key management has been proposed. In
this scheme, each node creates and manages certificates by itself. However, it needs large time
to collect all certificates in the network and costs a lot of traffic after collecting all certificates
since each node collects certificates periodically. In this paper, we propose representation tech-
niques for public key certificate on wireless ad hoc network by using certificate management
nodes that collect certificaties of each node in their power range. This proposed scheme is
consist of selection of certificate management node and clustering technique. In the proposed
scheme, we can cut time of collecting certificates since certificate management node stores or
deletes certificates in its repository when certificates are issued or expired. By a computer
simulation, we evaluate average traffic and memory and show that the proposed scheme can
reduce the both traffic and memory than the conventional scheme.
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Fig.2 Proposal model of certificate management node.
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Fig.3 Grouping model of cluster.
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Fig.4 Initial grouping process of cluster.
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Fig.5 Re-grouping process of cluster with user node.
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Fig.6 Re-grouping process of cluster with certificate
management node.
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