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Counter Measures against the Attacks to
Software Dynamic Birthmarks Using History of

API Function Calls

OsAMU MORIYAMA," TAKAHIRO FURUE," TSUYOSHI TOYAMA'
and TSuTOMU MATSUMOTOf

Dynamic Birthmarks using runtime information are a class of methods to detect software
theft. Okamoto et al. proposed methods that check the history of API function calls. But,
Okamoto et al.’s Methods are vulnerable against the attack that calls API functions re-
dundantly. In this paper, after we recognize that Dynamic Birthmark consists of some of
functions, we propose new schemes that have resistance against the attack. The effectiveness
of our proposal is confirmed by experiments.
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Fig.1 Furuta et al.’s construction of birthmarks info.

gobooooooooobooobbooooooobooo
gbobooooooooo
goboooooo 2000000000000
e JO0O0O0O0OO OOCOOOOOOOODOO
gooooobooooboobocoooboooooo
e 0000000 OOCOOOOOOOODOO
gooOooooooobooooobooooo
gooooobOoobOooooobOoooboobooo
gbOooooooooooooooboooooo
23 0D00O0O0O0OO0DOO
gooobooboooooooooboooooooo
gooobodoobooboooooboobooboobooo
gbobooooooooobooobooooooboooa
goboooooooboobodoobooooooboooo
00000000000000Y 000000000
goooooooooooooboo 20000000
goboooooooooooooooooobooboboo
0000o0o0oooooooooooooooooooo
gooooooooono pOODOOO TO00DOO
goooooooobooboooooboooooooo
goboooooooobooooooobooboooboooo
ooooooooobo pOOOOOOOOOOOO
gobooobooooooooobooooooooboooa
gobooooobooooooobooooooboooo
gobooooooooboooooooooobooo
goooooooor10000
ooool1o0o0ooooooo0oooooooon
gooooooooooboooooboboboOoobooo
0o0ooooooooooooooooooooooo
ooo1goooooooboooboooooooo
gobooooooooooboooooooobooo
gboooboboooooooocdobooooobooobooboo
goooOooooooOoooOoooobOOo0oon o0
gooooooOO00o0o0oooooDOOeOOODO
goooooooOOO000oO00o0DO00e¢0O0OOO
gobooooooooboooobocoooooooboooo
gooooooooooooooooooooboonoo
goooooboooobooooooooo
200000000000000DO0OOODDOO
gobooooooobooooooooboooooboo



3242 ooooooooo

goooobooooooooocoooooooboooo
obooooobooooboocooooooooo
joobobooooooobooboooooooooboobo
oooooooooooooooooono3ooon
goobooooooooooooooobol1oooon
goooooi1goooooooooooooooo
goooooooo200000000000000O
goooobooooooobooooboobooboooooo
goooobooooooooooooooooooo
gooocoooobooobo 200000000000
goooobooooooboooooboooooooo
goooboooooooobooobooooonoooo
goooboooooooobobooobooooooo
goooobooooooooooooboooooooon
gooooooooooboooooo 3sbobbooboboo
goooboooooooboooooooboboboDbo
goooboboooooooooooboooooooo
gooboboooooooobooooooooooooo
gooboobooooooobooooooooooooon
gobooooboboooboocoooooooboooonon
goboboooooooooooooooooooo
goooob4000000CCOO0O00O0O0O0DODOO
oooooopPOODOCODO 2000000000
ooolI0 pPO0JO QODOOOCCODOOOOOOOO
goboooooooo
e U000 Ext PO IOODOO QO JOODOO
goooobooooooooboooIogg o0
gooooooooooooooooornoJgao
oUO0O0O0OOOOODDOOOODOOOOOOOIO
JOOOOOO o0000O0O0ODODODODO
e J00D0OOOOCmMp 2000000000
goo20000000000000000
e 00000 Abs 10000C0O0C0O0CODODO1IO
goooobooooooo
e J0O0OOODODO Sim 200000000CODO
goooobooooboooooo
ob400000000000O00DOOODOOOO
gooooobooooooooooocooobooo
goooboooooooooooooooooooo
gobooooooooooooobooooooooo
goooooooooooooOoDOOOOOoDbODODbOO
oooo
ooooooooooooooobobobo 200
gobooooooooooboooooboooooobo
OO0O000ooOoo0oO00 200 ExtOAbsO 200
000000000 0C0000O0OD ExtOAbsOO0O

Sep. 2007

02 0000000000000

Fig.2 Proposing construction of birthmarks.
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Table 1 Existing dynamic birthmarks.
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Table 2 Classification of theft concealment attack.
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Table 3 Cost of theft concealment attack.
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Table 4 Resistance to theft concealment attack.
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Table 5 Resistance to function modification attack.
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Table 6 Group of software for Experiment 1.
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Table 7 Group of software for Experiment 2.
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Table 8 Combination of proposed birthmarks function.
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Table 9 Experiment result of E_fdel, S_ed, S_.ed2, No.1 (The numerical value is similar amount).

gy 7 v =T

\ AN

AB; | AB, | AC, | AG | AG
DB SEQ 0.0529] 0.0174| 0.0443] 0.0105| 0.0563| 0.1211
N |DB_SEQ FDEL 0.7296] 0.0176 0.0446] 0.0105| 0.0264| 0.1290
;L DB SEQ ED 0.2293] 0.6927| 057521 0.2306| 0.1787| 0.3037
T DB SEQ FDEL ED 0.9925] 0.6933| 057651 0.2275| 0.1762| 0.3169,
~ |DB_SEQ ED2 0.9919] 09253 0.8003] 0.2761| 0.5897| 0.3966,
DB SEQ FDEL ED2|| 09958 0.9249| 0.7993| 0.2662| 0.5847| 0.3729

0 10 E_fdel0SeddSed2 00000 200000000
Table 10 Experiment result of E_fdel, S_ed, S_ed2, No.2 (The numerical value is similar amount).

e 7 b =T

a:Bi| a:Bar| a:Bs|laiyr |aiys | aiy;s

DB SEQ 0.7098| 0.0398( 0.5833] 0.0252| 0.0237| 0.4862

A (DB _SEQ FDEL 0.7131| 0.0401| 0.6176] 0.0258| 0.0236 0.5183
%, DB SEQ ED 0.9389| 0.1907| 099101 03180 0.2089| 0.5833
Tl< DB _SEQ FDEL ED 09379| 0.1877| 099101 03174| 0.2062| 0.5854
< DB SEQ ED2 0.9984| 0.5299( 099801 0.4675| 03673 0.8110
DB SEQ FDEL ED2 ([ 0.9984| 0.5281| 0.9982] 0.5041| 0.3706| 0.8404

0 11 DB.KBSBODB_KBSB.FDEL 00000 100000
ooo
Table 11 Experiment result of DB_LKBSB, DB_LKBSB_FDEL,
No.1 (The numerical value is similar amount).
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Table 12 Experiment result of DB_KBSB, DB_.KBSB_FDEL,
No.2 (The numerical value is similar amount).

K[ WY 7 v =T K Y 7 b7
AN A:B; AB, A:Cy A:C, ACs a: B | aBr| a:Bs| ayr | aiva| aiys
1 1.0000| 0.9916| 09748| 0.6975| 0.7731| 0.9832 1 1.0000| 0.7901| 1.0000{ 0.7901| 0.8395| 0.9012
2 |[ 0.8879| 0.8214| 0.8144| 0.5184| 0.4851| 0.8354 2 |[ 0.9971| 0.6589| 0.9650| 0.5860| 0.5977| 0.7726
3 || 0.8473| 0.7626] 0.7361| 04704| 0.3919| 0.7343 3 || 09885 0.6236| 0.9497| 04813 0.4799| 0.7069
A 4 |[ 08194] 06982] 0.6453] 04282] 03300 06365 A 4 |[ 09841] 05978] 09439 04032] 03948] 06455
@‘ 5 || 0.7989] 0.6509| 0.5780| 0.3972| 0.2978| 0.6005 §‘ 5 || 0.9802| 0.5843| 09407| 0.3761| 03578| 0.6246
8 6 || 0.7812| 0.6083| 0.5236| 0.3643| 0.2788| 0.5494 % 6 | 09756| 0.5714| 09384| 0.3566| 0.3345| 0.6092
7 || 0.7663| 0.5751| 0.4806| 0.3394| 0.2658| 0.5133 7 || 0.9729| 0.5654| 0.9308| 0.3464| 0.3258| 0.6025
8 || 0.7514| 0.5462| 04447 03211| 0.2560| 0.4808 8 || 0.9700| 0.5541| 09195 0.3386| 03162 0.5948
9 |[ 0.7398| 0.5205| 0.4173| 0.3057| 0.2463| 04522 9 |[ 0.9674| 0.5437| 09147| 0.3306| 0.3096| 0.5894
1 1.0000] 0.9913| 09565 0.6870] 0.7652| 0.9826 1 1.0000{ 0.7922| 1.0000| 0.7792| 0.8442| 0.8961
2 |[ 0.9875| 0.8154| 0.7849| 0.5197| 0.4767| 0.8351 2 |[ 0.9970| 0.6568| 09645 0.5769| 0.5917| 0.7692
5 3 || 09802 0.7579] 0.7075| 04698 0.3843| 0.7336 g 3 |[ 0.9884| 0.6215| 09505 0.4745| 0.4760| 0.7016
E‘ 4 || 09729 0.6918| 0.6176| 0.4276] 0.3233| 0.6550 | 4 )| 09829 0.5930] 0.9431| 0.3966 0.3971] 0.6414
@ 5 || 09681] 06462] 05538] 03949 02938] 0.5982 <2> 5| 09792 05800 0.9411| 0.3683| 0.3475| 0.6195
Q‘ 6 || 09616] 0.6050] 0.5009| 0.3608| 0.2765| 0.5469 M‘ 6 || 09746| 0.5670] 0.9398| 0.3473| 0.3231| 0.6043
a 7 || 0.9553| 0.5719| 0.4582| 0.3354| 0.2628| 0.5105 8 7 |[ 09715| 05612 09327| 0.3374| 0.3145| 0.5968
8 || 0.9479] 0.5428| 04230| 0.3158| 0.2511| 04775 8 || 0.9686| 0.5498| 09226 0.3286| 0.3041| 0.5904
9 |[ 0.9414| 05171 03962| 0.2999| 0.2405| 0.4486 9 || 0.9664| 0.5388| 09185 0.3200| 0.2965| 0.5855
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Fig.3 Evaluation of k (Difference of average value).
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