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Abstract These days, open source software and reverse engineering technology are developed,
so applications and OS can be modified unexpectedly. An application publisher needs to verify
the application is correct by authentication. Trusted Boot with TPM calculates the hash value
of the entire platform including OS and if the hash value is correct, the whole platform can
be reliable. However, OS is too complex to extinguish vulnerability, if there is vulnerability in
the OS, also affect the application. In contrast, a secure processor can execute an application
without interference from OS but it cannot validate the application itself. We propose a system
that authenticates an application using a secure processor with adding a function to calculate
the hash value of an application on the memory. In our protocol, the application publisher
is able to verify the application. In this paper, we formalize proofs of security from the past
proposal.
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