Computer Security Symposium 2013
21 - 23 October 2013

TO0tERAEEFROFARIELIZEY TORDHANEREIZT S

WE R F XA
ek b HIPN FIZ2

e LR 572 R B H AR R TR
700-8530 [if] [ L Ui | L T AE A S T 3-1-1

m-sato@swlab.cs.okayama-u.ac.jp yamauchi@cs.okayama-u.ac.jp

HOEL TANLAMEY 7 R 2 T7ROEFHY — LY, EX a2 VT4 ICBWTEERY 7 Y=
T, WEONGLERY, WOt EIn2BN0nb5. T2 T, WEENOLEE/RY 7 vy =T D
kB EREC L, WROMENOERINT D TIEE LT, Va2 % K9 2 B RRET
EERET L. BEFETIE, V—RVWNITREFT 5 7 1 & X B A 4 O I B (&
THZEICKY, TobAEEFEREZ L LIS LT A0 ZREICT 5. BEFIEE, K
FF R DML L7 AR EE =X OWBIC IV ERIT 52 L, EFEAKROLZ2ME
L. Fi, RAEFHEET = UAMNILE L2 2T, BEFD OS AP O LICIRET
EEFEHRT 5.

Attack Avoiding Method Obscuring Process Identification

by Making Process Information Invisible
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Graduate School of Natural Science and Technology, Okayama University
3-1-1 Tsushima-naka, Kita-ku, Okayama, 700-8530 JAPAN

Abstract Security-critical software has risk of attacks on the software itself to disable its
functionality by adversaries. To decrease the risk, we propose an attack avoiding method that
obscures process identification. The proposed method obscures process identification based
on process-related information by dynamically replacing that information held by a kernel to
dummy information. Implementation of the proposed method with a virtual machine monitor
enhances security of the mechanism itself. Further, by implementing the proposed method with

a virtual machine monitor, modification to OSes and APs is not required.
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