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Abstract Online social networks (OSNs) aimed at intelligence sharing and community for-
mation promote registering privacy information, for example, real name, gender, affiliation.
Therefore, OSNs have huge privacy information, and attackers can collect them. A collection
method is creating accounts and trying to become friendship with users. These accounts call
“fake profile” since the accounts imitate actual people or accounts. In this research, for protect-
ing privacy information against the attacks, the authors investigate existing state of fake profiles.
Then, the authors propose a method for detecting these accounts using the characteristics of
the accounts and users’ activities on OSNs.
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