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Abstract In 2012, Heninger et al. and Lenstra et al. independently found that vulnerable
public keys in SSL certificates are widely spread all over the world. They pointed out that the
problem lies in RSA public keys: many prime factors are shared among distinct public keys and
then can be easily extracted by computing GCDs. Their research results had a huge impact on
the security community. However, as far as we know, the details such as how many vulnerable
keys belong to the JP domain have not been reported so far. In this paper, we investigate the
problem they pointed out and report the present status of those vulnerable keys.
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