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Abstract The mechanism of TCP retransmission timeout is essential to the Internet congestion
control. But existing research pointed out that this mechanism allows DoS attack with low-rate
mean traffic. We proposed a change in TCP retransmission timeout management, in which
length of TCP retransmission timer is increased not to precisely twice of the prior timer length
in successive timeout waiting. We investigate the effectiveness of above change for DoS attack

mitigation.
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Any2=7(A+D+C)+r°B (31)
Byia=r(l—7)(A+D+B)+(1—-r)C (32)
Cny2 = (1—-1)*(A+ D) (33)
Dyi2=(1-1)B (34)

(t = (N + 2+ u)minRTO)
Anyoru=7(A+D+C)+(1—r+7r*)B (35)
Byiosu=1(1=1)(A+ D+ B)+ (1 -r)C(36)
Cnyotu = (1=7)*(A+ D) (37)
Dyiotu =0 (38)

(t = (N + 3)minRTO)
)

Anyz =722 —7)(A+ D) +7r(B+0) (39)
Byyzs=r(1—r)(A+D+C)
+(1=r(1-r+rHB (40)
Cniz=7(1—-7)?(A+D+B)+(1-7)°C (41)
Dyiz=(1-7)*(A+ D) (42)
(t = (N + 3 4 v)minRTO)
Anisiu=(1—2r4+3r* —r3)(A+ D)
+7(B+C) (43)
Bnisiu=1(1—7)(A+D+C)
+(1=r)(1—-r+r*)B (44)
Cnysiu=7(1=7)>(A+ D+ B)
+(1—7r)*C (45)
Dnigiu =0 (46)
(t = (N 4+ 4)minRTO)
Ania=1r(1—7+2r* —1*)(A+ D + B)
+r(2—7)C (47)
Byia=(1—7)(1—-2r+3r* —r*)(A+ D)
+r(1—7r)(B+C) (48)
Cnya=7(1—-7)2A+D+C)
+(1-r)21—-r+r?)B (49)

Dyia=1(1=1)*(A+ D+ B)+(1-r)*C (50)
(LU FHEDEL.)
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