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Load-balancing SSL Cluster by Using Session Migration

RYOSUKE HATSUGAIt and TAKAMICHI SAITO't

Secure Socket Layer (SSL) is widely utilized to establish secure Web communications. How-
ever, an SSL communication needs more computational power than a TCP one. Therefore,
convergence of numerous SSL access to server makes the server’s load rise to critical level. As a
solution for it, load-balancing cluster for SSL. Web system is popular to apply. However, there
is possibility that the existing load-balancing schemes degrade total system’s performance,
because of out of balance of loads. In this paper, we reconsider the existing load-balancing
clusters for SSL. Web system, we propose a new load-balancing cluster that can dynamically
migrate SSL session from one to other servers. We also show its implementation and evaluate
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it from the viewpoint of its performance.
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Fig.1 An SSL communication (RSA key-exchange in
server authentication).
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Fig.2 An example cluster by deploying a load balancer
(LB Stateful).

O000o00oU0ooUoooooooooooodg
0000000000000 Client IP Address O O
0 SSL Session ID 0000000000000
00000 URLO CookieDOODOOODOOOODO
do0oopoOoo SSLo0poooooooooooo
doodooooooooooooooboooooano
OOLB Stateless 000 O0O0O0O0O00OO0OODOOOO
O0000000000CCOOORound Robin O
O O Least Connections 00 00 O Shortest Response O
0 O Weighted Round Robin 000000000 YW0O

3.1.1 LB Stateful 000000

LB Stateful 00000000000 OOOOOO 2
O000000000O0o0O0o0 HTTPSOODOOOO
ooOo

00oo00ooooooooooooHTTPSOOO
0000 Client IP Address 0 OP°0 0000000
OO0 SSL-WebOOQOGQOQOOO SSLOODOOOO
0000000000000 20000000NAT
O Network Address Translation0 00000000
gooooOoooooDooOoOoOoOO sSSsLOoooong
00oo0o0o0oooo IPOOC0O0OODOOOOOOOOO
O00000oo0o0o0ooooooooon SSLd
00000 SSL-Web OO OOOOODOOOOODO
doodooooooooooobooooooooo
0do00doDo0ooooooooooossLoog
doodoobobooooooooobooooooono
Oo00opooooOoooooOoooo ssLoood
o0o0o0O0oU0ooooooboOooooooooooog
0000O00o0oOooUoOoooooooooooog

Y Internet Explorer 0000000 SSL Session ID 000
gooDo0dbOo0o0OO0ObOO0oOoDO0oOobDOoOobDOoDbOOobDOooD
gooooO0oOobOOobDO0oO0OO0oOO0oO0O0oO0oDbDOoobOOoboooo
oooo

S0 ppopooOoOoD IPOOODOOOOOOODOOOOODOOO
gooboooooooog

oooo0O0oo0oooO0opoooooO0o0oooooO sSsLoooooooooo 3101

(Server Side Network)

SSL Client (1)..»
- Session_A

SSL Web Server A

Internet

2)

A
Load Balancer x

@ *
SSL Web Server B
03 0000000000000 00000OLB StatelessO
Fig.3 An example cluster by deploying a load balancer
(LB Stateless).
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Fig.4 An example cluster by deploying two SSL reverse
proxies.
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Struct{

protocol_version;

cipher_suite;

session_id;

read_sequence;

write_sequence;

Struct{
server_random,;
client_random;
pre_master_secret;

}RandomV alues;

Struct{
server_write_key;
client_write_key;
server_M AC _secret,;
client_M AC _secret;
server_write_iv;
client_write_iv;

}SessionKeys;

}SESS_OBJ;
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Fig.7 Structure SESS_OBJ.
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