Vol. 48 No. 9 ooooooooo Sep. 2007

Joboobtdobouobouoobooboonod

oo ooof o o o of o o o off

g0o00o0ooooooooooooooooooooooooooooODOoObO0Obb0b0onD
goboooooooooooooooOooOoOoOOOOOOO0O0OODODOOoOoOooooooooooo
0 00 information flow controlJ 0 00000000000 OSOO0O0O0O0O0O0O0O0O0OOOOOO
goooooooooooooooOoOoboOoOooooobooOooOoOOOOOODODOOOO0000000o
gooob01o0o0oo0o0oooooooooO0ooo0o0ooOoboooobobooobOoboOoboooOooo
gooooooOooooo0oOooobooOooooOOOO0oOOOO0OO0O0OoOOoOOOooOOobOcOoOooOoono
0o000O00000O00O000O0000 Information Flowd OOOOOOO0O0OO0OO0OOOOOO
00o00oo00000o0o0ooo0l) 0000000000 oD0o0ooo000oooo0o0oooooooooo
0000000000000 00000002) 0000000000000 000OD00O0OOOOO
00000000000000000003)00000000000000O000O00000O000
gooooooooooooooooOoOoOO0OOOCOOO0O0OO0O0O0ODODODODOOOOooooooo
g0000o00oooooooooooooooooooooooOoOObOObOOOOoOoOooOooooo
0000000000000 0OooOOo0DOOO0OO000000000 Inline Reference Monitor
OIRrRMOOOOO0O0OO0OO0O00O0C0OO0O0O0OOOO0OO0O0OCOOO0OO0O0O0O00O0COOO0OO00O0O0G0O0O0O0
gooooooooooOooOoOoOobOOoOooooooooOOoOoOoOoOOOOOOOOOoOoOooODOObOO

Language-based Information Flow Control in Dynamic Approach

SACHIKO YOSHIHAMA,t MICHIHARU KUDOHt and KAZUKO OYANAGIH

Information flow control refers to the concepts that satisfy confidentiality and integrity
properties through indirect information propagation through interaction of entities. How-
ever, when information flow is controlled at the granularity of processes, such as in secure
operating systems, the granularity of the control may be too coarse to meet requirements
from application level compliance policies. In order to achieve fine-grained information flow
control, language-based information flow control is receiving attention. The majority of past
research focuses on static analysis of information flow, but when we consider the practical use
of such technologies, there are difficulties; 1) Static analysis cannot cover the dynamic condi-
tions of executing code or user input, 2) It is difficult to analyze complicated data structures
and control flows of practically used object-oriented languages, and 3) When the language is
extended with security types, existing software cannot be reused without adaptations. We
propose a dynamic approach for information flow control that does not require modifications
of existing code. In our approach, the system instruments the Java™bytecode to insert an
In-line Reference Monitor (IRM), and information is tracked and controlled by the IRM at
the granularity of primitive data types. By using the bytecode rewriting technique, our ap-
proach works on existing programs without needing modification of source code, and it has
no dependencies on specific Java virtual machines.
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000000000000 00OApache Tomeat 29
O00O0O0DOOO0OO0IRMWriter 0O O0QOQOOOO
Apache Byte Code Engineering Libraryd] BCEL?Y
OOOO0OO0OOBCELO JavaOOOOOOOODODOOO
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0000000000002 20000000000
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0o0ooooobooooooooooooooooo

gdoDO02000000000000DOO0O0DOO0
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<Policy>

<InputRule><Label>LOW</Label>
<URI>java:foo.shop.PurchaseMask.doGet</URI>
<Type>argument</Type></InputRule>

<InputRule><Label>L0W</Label>
<URI>java:foo.shop.PurchaseMask.mask</URI>
<Type>return</Type></InputRule>

<OutputRule>
<Label>L0W</Label>
<URI>java:foo.shop.PurchaseMask.printlog</URI>
<Type>argument</Type>

<InputRule><Label>HIGH</Label>
<URI>java:foo.shop.Purchase.

getCreditCardInfoFromDB</URI>

<Type>return</Type></InputRule>

</OutputRule>

oooooooodTreoOO0OOOOO0DODODOOO
cooLowoobBOOOOOOQOOODOOOOO
0000000 HIGHOprintlog() DODOOO0O0OO
ooooOoOooLowgoooooooodz2o0d
gooobobooooooobobooooooboboon
gobodoobbooooooboooooo
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15: iconst_0
16: invokestaticcom.ibm.trl.acm.ACM.loadSinglevar (I)V
19: aload 0

20: invokestaticcom.ibm.trl.acm.ACM.pushSingleConst ()V
23: iconst_0
24: dup2

25: invokestaticcom.ibm.trl.acm.ACM.loadSingleArray ..
28: aaload

29: iconst_1

30: invokestaticcom.ibm.trl.acm.ACM.storeSingleVar (I)V
33: astore_1

34: iconst_0

35: invokestaticcom.ibm.trl.acm.ACM.loadSingleVar (I)V
38: aload 0

39: invokestaticcom.ibm.trl.acm.ACM.pushSingleConst ()V

42: iconst_1

03 D0o0oOooooooo
Fig.3 Example Java bytecode after instrumentation.
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Fig.4 Performance measurement.
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