Computer Security Symposium 2013
21 - 23 October 2013

ENAIVIERICEL =7 4 32 Z AV -EAZREES X OSFKE R Em 4 &
A—HEYTAICET HEE

FiE T BIE UK B ALt AR BBt kb B
P [ 1

T IRRSE AR TREREE
889-1602 ‘=l U & My i Rl AAE 5 74 1-1 243-0292 A2 IRJEAT T HKEF 1030
t£13760140student .miyazaki-u.ac. jp

HoFEL EANAVIHAEANOFEROFTREZL 72D, HEe v 7 & ZOMEFRTERET XA < fE
HAEShTwad., LrL, BELEZGITTCZLLCHHTE S At na— el s &
i A TCRFE T RNLEBR SN TR WVONRBIRTH L. TA a B e aERT 54 v
AT W TZE A ViR T OFRFET R TH 5 SecretTap HFUTI X Rt & @ —H ey
TAEALTWDD, 7TA a3 z2@IRT 5EHAZHECT 2 & CeRrYRRERREIC T~ D i tE 4 1)
SHDLN, ANEEBEZL bbb a—F ) T o NMETTAMERH 7=, Fiz, EEElIOF
BRI 2 2 TORWRE R H - 7. KT, ANFEOTRREIZLY b
DOREZLET 5 N ThH D [SecretFlick 57| [SecretVibe F3) L L, X AMmE, =—
VT BT R A T o 7.

A Study for Shoulder-surfing Resistance and Usability of
Icon-based User Authentication Method for Mobile Terminals.

Kaoru Wasai Fumio Sugai T Yoshihiro Kita Shin-ichiro Kubota
Mirang Park I Naonobu Okazaki {

1University of Miyazaki
1-1 Gakuen-kibanadai-nisi, Miyazaki, Miyazaki 889-1602, JAPAN
t£13760140student .miyazaki-u.ac. jp

IKanagawa Institute of Technology
1030 Shimo-hagino, Atugi, Kanagawa 243-0292, JAPAN

Abstract Some authentication methods to unlock the screen-lock on mobile terminals are
widely used. However, there are few methods suitable for mobile terminals that have both
shoulder-surfing resistant and high usability. The Secret-Tap method uses icon and tap-input
and has high shoulder-surfing resistant and well usability. However, there is a problem that a
lot of inputs are required in order to reduce the probability for breaking the authentication. It
also has vulnerability to multi-time recording attacks. In this paper, we propose a method to

improve these problems by introducing a new input method.
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FREGEE R A AT L C 20T 20K LITH-
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IR LTORLES] OEAIZOWT, HIREF
1513 Secret Tap & FIFEEESH U, Secret Tap
FROBEEZHEFFLTWDEEZD.

F7z, AJIEEE 10 #E PINA #4127
B EDICEE LI8E, Secret Tap H LV b
Secret Flick 2O N EWFunE 16 A 13
ADBEE LTz, ZOREND, Secret Flick /7
UL AR DN 525, ANEEE RS 3
ZETa—PFe VTR mMELTNDENZ5.

6 FL&H

AT, TEROFFETRD 2 SO RE A
EENENWRIRT S 2 OOMEBEFIEEZIREL
7o 1ok, & RE 2 Fr ek ORGE T 2

DEEMNEHER L DD, ANEEEHGTZ &
Ta—H YT 1 Z&FJE LT Secret Flick 57
Tho, b9 120F, WEROBFEHRUTHT=7
BEREZ BN L, 2 [EILL Lo Sk s g b 4 KB
L 7= Secret Vibe F X THDH. TNENDRERE
FE%Z Android I35 L, Eivz W TR S
B, 72— FNEEITo7-. Secret Flick =\
B LC, FMmSERRIC LY, FEBLATREZe ATIIE]
BB WTRENZHER L TWD Z &b
72. 51T, Secret Flick 520D Fo & A fif & 8%
7@2?‘5#3& Secret Flick F X\&EZERLLTZ. ZD
FRUT, FEEHFRA O T 2 & TRilEAm A '
g% Z L2y o7, Secret Vibe U
LT, MEROFRFES & i UGRREE N 2
L7, 22—V U T NMMEFT5H. Lal,
PERDBIEA LD b&0 &R U DERE 3%
<, HEEIE OFRB YR A © O E L
TEHANZRZ—FEY T 4 22 TWDHZ LN

LYo Tz,
AR, BB O GRE BRI TE 2 2, BIR
Lntuufh%?’iﬁﬂiéhé ﬁ%%ﬁmbﬁﬁb\ﬂ-—

FEUT 4 2GTHFEFRNOBLRE L TNE
7=,

& Xk

[1]

2]
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