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JDBC Monitor for Application Transparent Policy Enforcement

TAKEO YOSHIZAWA," YUJI WATANABE! and MASAYUKI NUMAO?

This paper describes a construction method of policy based access monitor that is fully
compliant with JDBC interface. JDBC provides the Java interfaces for accessing relational
database. However, JDBC does not provide the way to transfer context information such as
user who is accessing the data, or purpose of access, which are necessary for policy evaluation.
We provide JDBC driver containing access monitor function as an implementation of JDBC
interface, and transfer context information to the driver in an application transparent manner.
In this way, it enables the separation of application logic and policy enforcement logic. By
using this method, existing application that is not compliant with policy can be made policy
compliant without changing its code. In the case of new application development, it reduces
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the complexity of the program to be compliant with policy.
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Fig.1 Typical policy enforcement architecture (ISO/IEC
10181-3).
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Table 1 Sample application code.

// 00000000000

DataSource ds

= (DataSource) ctx.
lookup(”java:comp/env/jdbc/ds”);
Connection conn = ds.getConnection();
Statement stmt = conn.createStatement();

//SQLUOO0O0O00OoOOooooo

String sql

10 | = ”SELECT EMPNO, NAME, EDLEVEL,” +
11 | 7 SALARY, JOB FROM EMPLOYEE";

12 ResultSet rs = stmt.executeQuery(sql);

© ® N o a oA N o=

14 | //00000
15 | while (rs.next()) {

16 System.out.print(rs.getString(” EMPNO”));
17 System.out.print(rs.getString("NAME”));
18 // ...00..

19 System.out.println(rs.getString(”JOB”));

20 | }
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Fig.3 JDBC monitor architecture.
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Table 2 Applicable scope of context trace.
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Table 4 Output of the access by an ordinary employee.

1D NAME EDLEVEL SALARY JOB

000001 EVA 0 36,170.00 MANAGER

000002 HEATHER 0 ANALYST

000003 32,250.00 MANAGER

0
IRVING 0
0

000004 JAMES 0 DESIGNER

05 O00DOOOOODODOO
Table 5 Output of the access by a manager.

Fig.4 Prototype system. D NAME EDLEVEL | SALARY | JOB
000001 EVA 16 36,170.00 MANAGER
03 Dooooooooooond 000002 | HEATHER | 18 0 ANALYST

Table 3 Output of the existing application. 000003 IRVING 16 32,250.00 MANAGER
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