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Abstract In 2010, Teramura et al. proposed a key recovery attack on WEP (called the TeAM-
OK attack) by improving the PTW attack, and showed that this attack could recover the WEP
key with probability of 0.5 when 36,500 IP packets are given. In 2013, Sepehrdad et al. presented
the attack which could recover the WEP key with same probability when 22,500 IP packets are
given. However, the complexity required for key recovery attack is not evaluated. Then, since
success probability of the attack becomes lower, it is assumed that WEP can use safely by
updating a secret key with a small number of packets. In this paper, we evaluate the complexity
required for key recovery attack on WEP when the number of obtained packets is restricted. We
show that we can recover the WEP key from IP packet of 20,000 or less by using the TeAM-OK
attack as a key recovery attack on WEP.
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Algorithm 1 KSA

KSA(K[0,...,£—1]):
fori=0to N —1do
Sli] « 1
end for
7«0

fori=0to N —1do
j <« j+ S[i|+ K[i mod ¢
Swap S[i] and S[j]

end for

Algorithm 2 PRGA
PRGA(K):
10
j+0
S* +— KSA(K)
loop
14 1+1
o« J+ S5
Swap S*[i] and S*[j]
Output Z « S*[S*[i] + S*[4]]
end loop
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