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Abstract We evaluated the Boolean algebraic degree of Hierocrypt in order to study its security
against higher-order differential attack. We apply the theorem proposed by Boura et al. to the
components of Hierocrypt. For Hierocrypt-3, we get the result that the function composed of
two, three, and four rounds of s-box layer have degree at most 28, 116, and 124 respectively, and
for Hierocrypt-L1, the result is 28, 61, and 62 respectively. As for two rounds of s-box layer, the
degree is evaluated as 28 by the bijection property of s-box. As for four rounds of s-box layer
in Hierocrypt-3 and -L1, the degree is evaluated as 124 and 62 respectively. The degree of two
rounds of s-box layer is confirmed by a computer experiment of higher order differential, so the
upper bounds on the degree deduced in this paper seem to be tight.
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