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Abstract In this paper, we report new higher order differential properties of the LED block
cipher. LED has a AES-like structure with 4-bit S-boxes. We found a 4th order differential
property for three rounds, a 16th order differential property for four rounds, and a 32nd order
differential property for five rounds on LED. The 4th order and 16th order properties correspond
to an 8th order differential property for three rounds and a 32th order differential property for
four rounds on AES.
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