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Abstract Recently, the way of brute force attacks has become more tactical and tricky to avoid
being detected by intrusion detection or prevention systems(IDS/IPS). In this paper, we show
that we have detected three organized or systematic brute force attack instances from actual
network monitoring logs by visualization focused on hackers and detection time. One of the
instances shows that specific victims have been attacked by expendable IPs for a long time.
These IPs were innumerable and appeared almost only one time. We also propose a method for
detecting such victims in the earlier phase using characteristics the instance has among hackers,
detection time and the number of times hackers tried to login.
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