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Abstract Modern attacks to the computers is triggered by user operation of Web browser
for accessing to the some Web site. If the Web site is compromised by the malicious one, the
Web browser accesses to the malicious site, downloads the malware, and the computer that web
browser that is accessing to the malicious site running on is compromised by the malware. and
such a malware uses HI'TP to access computers that is prepared by the attackers. Malware
developers tend to use FQDN rather than IP address to point the malicious site, then It is
difficult for most of firewalls to block accessing to the malicious site by specifying IP addresses
and ports. In this paper, I implement the test system of avoiding to access malicious site by
focusing DNS resolver and name resolution, and evaluate the performance of the test system by
using actual DNS request and D3M datasets.
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