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Abstract This paper repots on the 34th IEEE Symposium on Security and Privacy, held

on May 19 to 22, 2013 at San Francisco, CA, U.S.A and co-located workshops held on
May 23 and 24 at the same place.
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2007 & 246 29 11.8%
2008 &£ 249 28 11.2%
2009 & 254 26 10.2%
2010 &£ 267 26 9.7%
2011 & 309 34 11.0%
2012 & 289 40 13.8%
2013 & 315 38 12.1%
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® 2013 Ftvia iR

> Programming Language Security(4)
» Anonymous Network Communi-
cation (2)
» Botnets and Other Underground
Activities (3)

Jamming Uses and Defenses (3)

Y VY

Secure Operating Systems (5)

» Cryptographic Tools for Building
Verifiable Cloud Computing (3)

> Hardware Security (3)

Privacy (3)

Y VvV

Application Security(Voting, Sybil,

Bitcoin)(3)

» Formal Methods for
Secure Systems(3)

> Crypto(3)

Building
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> Language-Based Security (3)
Tyl a ERELT, 2010 £, 2011 FI&

RIZHEAAENRAELGOTNS.

® 2012 Ftvia iEmk
> System Security(8) 3 IEEE S&P [ZHTDHHERK
> Malware(3)
> Attacks(6) 31 A=
> Foundations(3) LTITARBICB T I RRAIMILES
» Access Control & Attestation(3) $2. KLEIZHITAREMHRITISHETHY,
> Privacy(4) ' ZDMA SoK F@XM 5 - ThHoT-.
> Network Security(3) ® Session 1: Programming Language
> Web Security(3) Security
» Privacy and Anonymity(4) [1a] All Your IFCException Are Belong
> Passwords(3) to Us
® 2011 Ftyia ik [1b] Declarative, Temporal, and
» Security of authentication and Practical Programming with
protection mechanisms (3) Capabilities
» Hardware Security (2) [1c] Towards Practical Reactive
> Systematization of Knowledge (4) Security Audit Using Extended
> Browsing Security and Privacy (3) Static Checkers
> Secure Information Flow and Info. [1d][SoK] Eternal War in Memory
Policies (4) ® Session 2: Anonymous Network
> Privacy and Social Networks(3) Communication
> Virtuali?ation & Trusted [2a] The Parrot Is Dead: Observing
Computing (4) Unobservable Network
> Program Security Analysis (3) Communications
» Underground Economy/Malware (2) [2b] Trawling for Tor Hidden Services:
> Vulnerability Analysis (4) Detection, Measurement,
> Anonymity and Voting (2) Deanonymization
® 20104 ® Session 3: Botnets and Other
> Special Papers for the 30th Underground Activities
Anniversary of the Symposium (3) [3a][SoK] P2PWNED - Modeling and
> Malware Analysis (3) Evaluating the Resilience of
» Information Flow (4) Peer-to-Peer Botnets
> Root of T'rust 3) [3b] Finding the Linchpins of the Dark
> Information Ab'use (4) Web: a Study on Topologically
> Network Security (3) Dedicated Hosts on Malicious Web
> Systematization of Knowledge (5) Infrastructures
> Secure 'Systems 3) [3c] The Crossfire Attack
» Analyzing Deployed Systems (3) ® Session 4: Jamming Uses and Defenses
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Jamming for Confidentiality

Limitations of Friendly

[4c] Ally Friendly Jamming: How to
Jam Your Enemy and Maintain Your
Own Wireless Connectivity at the
Same Time

Session 5: Secure Operating Systems I

[5a]l Practical Timing Side Channel
Attacks against Kernel Space ASLR

[5b] PrivExec: Private Execution as an
Operating System Service

Session 6: Cryptographic Tools for

Building Verifiable Cloud Computing

[6al A Hybrid Architecture
Interactive Verifiable Computation

[6b] Practical
Verifiable Computation

[6c] ObliviStore:
Oblivious Cloud Storage

for

Pinocchio:  Nearly

High Performance

Session 7: Hardware Security

[7a] Hiding Information in Flash
Memory

[7b] PUFs in Security Protocols: Attack
Models and Security Evaluations

[7c] [SoK] Secure Data Deletion

Session 8: Privacy

[8a] Anon-Pass: Practical Anonymous
Subscriptions

[8b] Privacy-Preserving Ridge
Regression on Hundreds of Millions
of Records

[8c] A Scanner Darkly: Protecting User
Privacy from Perceptual Applications

Session 9: Application Security

[9al
Evidence in Electronic Voting

[9b][SoK] The of Sybil
Defense via Social Networks

Caveat  Coercitor:  Coercion-

Evolution

[9¢c] Zerocoin: Anonymous Distributed
E-Cash from Bitcoin

10:

Building Secure Systems

Session Formal Methods for

[10a] sel4: From General Purpose to a

Proof of Information Flow
Enforcement
[10b] Design, Implementation and

Verification of an eXtensible and
Modular Hypervisor Framework
[10c] Implementing TLS with Verified
Cryptographic Security
Session 11: Crypto
[11a] An Ideal-Security Protocol for
Order-Preserving Encoding
[11b]  Efficient Garbling
Fixed-Key Blockcipher
[11c] Circuit Structures for Improving

from a

Efficiency of Security and Privacy
Tools

Session 12: SSL/TLS and Web Security

[12a] [SoK] SSL and HTTPS: Revisiting
Past Challenges
Certificate
Enhancements

[12b] Lucky Thirteen: Breaking the TLS
and DTLS Record Protocols

[12¢] Cookieless Monster: Exploring the

and Evaluating
Trust Model

Ecosystem of Web-Based Device
Fingerprinting
Session 13: Secure Operating Systems
I

[13a] Practical Control Flow Integrity

and Randomization for Binary
Executables

[13b] Just-In-Time Code Reuse: On the
Effectiveness of Fine-Grained
Address Space Layout
Randomization

[13c] Welcome to the Entropics:

Boot-Time Entropy in Embedded
Devices
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LIRARE SN T-.
® Best Paper Award
[6b]  Pinocchio:
Verifiable Computation
® Best Practical Paper Award
[2a] The Parrot Is Dead: Observing
Unobservable Network Communications
® Best Student Paper Award
[13b] Just-In-Time Code Reuse: On the
Effectiveness of Fine-Grained Address

Nearly  Practical

Space Layout Randomization

3.3 AREEVY

AEITIE, AREDO DO THIZELRZRERN >
ERREVODNEVITYILEBNT S.
[6b] Pinocchio: Nearly Practical Verifiable
Computation

AimX &, VC: Verifiable Computation @
ERAKXICETIMRAERTHY, S2D

Best Paper EL TRESNT-.

DTORS—ERFRAWETEREOT O
Y—RIZBWT, Bonf-AtERRDOBR S,
INFETLKONMEESINTERLD, LWTFhi
RELICET HEEEN, V547U MITO R
ATATLEHEDHEELYLIEREICKEL 3F
HENTHLIENRBETHOI-.

AN TIE, SHENELERRLI-CEEIA
J5LxARKRR(EMEERRR, REEEN
B)ICE#E, TRt ZRETEEQAP:
Quadratic Arithmetic Program, QSP:
Quadratic Span Program)(ZZ#iL, #&EES
AT SLESRT HIET, HAILEDKIgHE
EIRIEICRITILTLNS.

SHEREIBNEDFHEICHLNT 7 FBEOTT
=3y
Fixed Matrix—{THERT ML DFE
Two Matrices — ZDD1T5INDIE
MultiVar Poly -2 Z#LZIERGE
Image Matching — B vF> 4 JLIE
Short Paths — 77— )L-DJ04 &
LGCA-FHR-ILA—F<bY
SHA-1

AV, /EEDREICTK LIREERFFE O X
HHFILICETILTWS. &R, L8777
—2av MDA, B3 BIZOWTRATAIEE
W LY HRIHLELEEIEELOTS.

AREXIZHLT, VC (2B DIREED KiE%:
MEADERBEINFMEINI-ZEH, Best
Paper REDEHREEHNS.
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[2a] The Parrot Is Dead: Observing
Unobservable Network Communications
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DTHY, §5D Best Practical Paper LT
xReEZSnt-.

LN TIE, BB 8B AIREME
FRI[WT 501, ADBEIEVIEHRES
H48E, 9% (unobservability by imitation)’5
I % parrot circumvention system EFFU, C
DI=HDEETHS SkypeMorph, Stego
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imitation &ELVIT7TO—FHIEZ BIRAMML
REMaIZOWTRLE-#, REERED-OHIZE
ATHITS74BT7TO—FDAENEHT
HhHERERTIT TS,
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3.5 RRI—tvIaFER
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UTDHERREITO-.
® Single Sign-on Using Portable IdP on
USB Flash Drive, Takahiro Ishii,
Atsushi Inoie, Manabu Okamoto
ARRILBIAEMOVEDTHBIO VT
B AA D [(—BISRT—R AQZET51E
THEEY—ERFERZRIALELTRITHIEN
TELHRMNICETEERTHY, 1—HHKE
FY(ZER5E% 5275 Identity Provider (IDP)
155 Y —\ER—2T)LIZ USB AEVICERE
THILET, AEXF AR X1 T4EZES
HLEARTHS.
MDP #HLHTIFLWTATA47ITIE%
&L?"'U?&(LT’ULT’BE’)?’%O)#J%G)%K
HEME, BROERGERIS LTINS

3.6 T—yiayd

IEEE S&P £Hi#ZOZBETUTNDHRD
DI—=o avThRESN. B2D7—H
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® CREDS: Cyber-security

Ethics Dialog & Strategy [4]

Research

Y AN—tFX1)TAHRAEIZE T 5mEROE
EITOWTOEMEBMNELIZ-T—V 3y
THY, BREOEZAVRIOGOERFIZHE
DABFRNET—DODEZHFELT, 52
DTFA4ETZAN—ICEHLIMYBHDEHE
BIShEN BTSN T =ZEANHNRMTH o=
CHICBELEZEMBDLEFLTIAUMN, B
ATOH CSEC/MWS IZHITHBYEADHE
HIZNREREN, ElnEiTor-

HRANBDFRICDONTIE, Web R—Ih
HAFORETHD.
® DUMA: 4th International Workshop on

Data Usage Management [5]

TOEAGFHOBZE LY —RiLSET-
Data Usage DB DOWTHRLESELXZBHE
Liz=0—92avyTThY, RIS A, 2—579
23V RSB R OB O BER, HRILEEE
B5T—3205vx2T, REBHN/MEND X
TL, RYDAIUTH—RAVN, TUTA—R
AR R T LDORECRIAEED.

EFERERIC 3 HOMARRKRE 5 HORY
2aAUR—N—FFK, LELWRITNARILTARAY
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® MoST: Mobile Security Technologies [6]

ENAITNAROT T lr—23y, SRT
LOWARECHAREGEERRELT, ®/ANA
IWTINARN—FDTT7X OS,ERIL I THE
DEF21)TAIDVTHRST—I2avTTH
Y, BFEE 1L HE 10 FOMRHRERA 2 H(1E
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RERANBEDOFHE, LEVICT—EBDRSAKIZD
WTIE, Web R—=U M5 AFAIRETH 5.
® IWCC: International

Cyber Crime [7]

YAN—KREDERD R TEREZIT,
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DAERRERMT HEEHIT, EEGH AN
—EBEERAETHLODV—ILETIZVIE
R I—0avITHY, BIFEE 1 HE 10
HOMARRNTHhNTz. BFEIE 30 HTHY,
BIREIL 33%L755.
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» Understanding Network Forensics

Analysis n an Operational
Environment

» Do Private and Portable Web
Browsers Leave Incriminating
Evidence?

D 2 HHERESNT-.

BIEIE, RYRD—074L DY XIZEEL,
FEHDOEHE(Snort DHALTSvH1) X,
Y—FIVOUDHE OB EEERT T
TUMAMEITOIHEIZOVWTORETHS.

F-®REX Web TS50V DZLMEZET
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[CELT, Shoh BBy av&IZAoHD
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SEHLMEoN=CEERLT-.
® WRIT: Workshop on Research for

Insider Threat [8]

Ao AT —D05DBE (T Insider
Threat)|IZE & DORREIC, 2HOMAUAT, 17
R LRFLENCERTYTHIELXE
HIZBtESN =T —0avTTHS.

M4, IEEE S&P LDHHETE—RIA
S, SEIN2EB LGS ERFEEE, 94
DHRFERMITHNT-.
® W2SP: Web 2.0 Security and Privacy [9]

Web 2.0 12815 tX1)T4ETSA4/30D
MREZERST—0avTTHS. 2007 &Y
IEEE S&P ARELDHHENGELNTEY, K
FT7EEDFRETHD. ERFEREE, 8 D
HEFEREKROGS 3 AL I—IR—/I—)NTh
nt-.

RERRNEDFH, BRIZRSARIZDONTIE
Web R—IUMB AFAIEETHD.
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