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Abstract The cyber attack becomes stricter, and the targeted attack which attacks
targeted special person or institute increases recently. Against the skillful targeted
attack, the effectiveness of entrance measures such as targeted email measures is low.
Therefore, digital forensic measures to keep appropriate preservation of the log and to be
used for appropriate measures after an incident become important. Especially, network
forensics, which use network origin log and is one of the fields of digital forensics become
essential. This paper reports the changes of the network forensic measures and the
technologies with a future direction including our research activities with concern to the
technology named LIFT( Live Intelligent Network Forensic Technologies ) and its support
system.
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