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Abstract Proxy-re-encryption (PRE) is an interesting extension of traditional public key encryp-
tion (PKE). In addition to the normal operations of PKE, with a dedicated re-encryption key
(generated by an original receiver A), a proxy can turn ciphertexts originally destined for user
A (called original ciphertexts) into those for user B. A remarkable property of PRE is that the
proxy carrying out the transform is totally ignorant of the plaintext. In the PRE scheme, any
original ciphertext destined for user A can be turned into re-encrypted ciphertext for user B with
re-encryption key which is generated by the user A. So, the user A cannot control a policy which
an original ciphertext is re-encrypted. In order to control over the delegation, several previous
works propose the notion of conditional proxy-re-encryption (CPRE). In CPRE scheme, only orig-
inal ciphertext satisfying a specific condition set by the user A can be re-encrypted by the proxy.
However, in all previous schemes, conditions which are not flexible. In this paper, we introduce
a new notion of functional conditional-proxy-re-encryption (F-CPRE). We first formulate such a
model of F-CPRE scheme and a security notion (payload-hiding properties) of F-PRE. We then
propose the first inner-product conditional PRE (IP-CPRE) scheme.
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(BB ZIRGE N T A —F v, BHEARTA—% 2,
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Dual Pairing Vector Spaces (DPVS)

EE 1 (RAMRTYTE) . (LT 7
(¢,G,Gr, G, e) 1I3FH q, (i ¢ DIMERIKEIHE
G L FEMKEH Gr KOG #0€ G &%
TAFUIRF ] CRHR T RE 72 IE I b & FF D BB B
Be:GxG = Gr»Pbid., X2 T 4%
FA=Z N B AN E LT LERHSET ) IR
(¢,G,Gr,G,e) ZHNIT 2TV TV L% Gype
LEL<.

£ 2 (Dual pairing vector spaces) : Dual
pairing vector spaces (DPVS) 1% (¢,V,Gr, A, e)
¥k g, Fy LD N RIe~27 FLZEH]
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———
V=G x - xG, iifq OK[EHEGr, VOIEHE
i—1

HIEA = (ay,...,ay) (AL a;:=(0,...,0,G,

N—i
0,...,0) EXTV U THBEe: VXV = Gr
LR EIND.
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ZZT, Nk~ b= (Gy,..
Viy:= (Hy,....,Hy) € VOXT Y IR
B oe(x,y) % e(x,y) = [[V,e(Gi,H;) € Gr
LEFRT D, Fio, RREEIIIER LS .
e(G,G) #1 € Gy THIUXMTEED i & jITkL
<, e(ai,aj) = G(G, G)(;i’j Ths. ::’(“‘51‘_]' X
i=j D0, =1THV, i #j DK ;=0
Tdhb. DPVSHERT VT XL Gyous 13, EF 2
VT 487 A =2 1MAeN) L VOKITN N
w ANF1E LT, paramy := (¢, V,Gr, A, e) 7
T5. ZOT NI XL Gppg D DIERLT 5 Z
ENTES.

., GN) €

PIF
(2, REXTHW DB HEE A g (dual or-

Dual Orthonormal Basis Generator

* =3 - — N . . —_—
SON)IEXLT, (21, 2n)B = Dimt Tibi thonormal basis generator) & R

Gob(1*, N) :
param%/ = (Q7V7GT7A7 8) <_R gdpvs<1>\7N)7
P s F. g7 := e(G, G)Y,
U
X = (Xij) < GL(N,Fy),
(Wig) = - (XT)7H,
paramy := (paramy, gr),
bi = Z;\le Xi,jaj,IBﬁ = (bl, ceey bN),
by =Y Vi a,, B = (b],....bY),

return (paramy, B, B*).

Decisional Linear (DLIN) {3

E% 3 (DLIN: Decisional Linear {R7E [4])
DLIN 81 (paramg, G, £G, kG, 656G, okG, Y3) 42
GEHN(1Y) AN E LT B e{0,1} ZHEET 5
BETHY, £57 A—21F B < {0,1} 1ICH LT
IFD XS ICREESNLD.
gBDLIN(lk) :

paramg := (¢, G,Gr, G, e) & gbpg(ﬂ),

k,0,€,0 <—UJFq, Yo:=04+0)G, Y <—UG,

return (paramg, G, G, kG, G, okG, Yp)

EEOMERKT LI XA EITX LT,
AdV?LIN(A) = }PI’ [E(IA, 0) = 1o (_R g(l)DLIN(l)\)
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x, 2’ @M, v ZiREE, y 2 ERE S LEE, w
RS S L ATREREE & 5. F-CPRE TIE, 4V
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BN ERIND.

E% 4 F-CPRE 5% (Setup, KG, Enc, RKG,
REnc, Decoet; Decrer) D7 2D T T Y X AD)>
HEFRIND.

Setup: EX =2 VT 4N TA=F N LT r—~
FNRFGA=H NEANTTE L, vAZ—FE
Bt sk & NBASE pk & H 1T D HERT LAY
AN

KG: ABA#E pk, ~ A X —FfhE#E sk, WRFEv &= A
J1& L, HEHE sk, 1T DR T L
U X A,

Enc: ABA#Epk, FXXm, Bz, HK (LB
yuEANDEL, AV PFIEEE L octd & H T
THMEHT N TY XA,

RKG: ABH#E pk, 1858 sk, B, P51k
FIRERER w 2 AL L, PSR k) 2
AT DRI T LAY XA,

REnc: ABHSEpk, FRES(L#E k), KOAD ¥
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Xrety b L <IEERBIGL S L 2 H 13 SR
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DAL 572 51X m =Decoct (pk, sky, Enc(pk, m, z,y))

DEAE SR TR L, EREREFRI AR U N2 7272
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5705, Setupppg LT 2 U F 485 A—k \ &
WItn ZANTTE L, ~ AKX —FhEHEskIPE L /AR
i pkIPE 2 DT DR T L3 Y XA, KGrpg
IXABRGE pk™PE L~ 2 & —FUEE ik skIPE, IRFEN
7 MV i EAIIE L, EEH sk 2 T Dl
LKH)T7T Y XL, Encrpg IFABHSE pkIPE &L
m, BT MVEEANTIE L, B3y 2T
T AR T LAY X . Decrpg 132ABRSE pkIFE,
B skTE, WXy Z#AEL, FXmbL
IR S LEA2HNT257 103 XA THD.

T 8 (PXHMEM) IPE 7X@l suigic
KT SR 2o L 1%, Wi D L IEAE
SR A X LT TRt PH-CPA 77— A2
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U TEATEDZLESI.
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X2 YT 48T A=K\ LARSE pkTE &
Hx25.
BEERITY): ANRGE
TERERLIE, FrlLrdy—
KGIPE(kaPE7 Sk:[PE7
0) ZRITHRLBBEHR A5 2 5.
FrLooxT): AN (MmO m )%&m
ULERblE, Frlboryy— :tb &o,1}

Ry ML TR L
i3, skPE &

23RO, Y <8 Encreg (pk™PE, 7%, m®) %3+
T5H., Tyl oy —idyY* & AICEET .

EEL, ANERHEZ VI RE,T) =1 L&

L2800k LICRHITITF ¥ Lo ¥y —Idak
MEes L& AISRET D, &AEHIS, AZbD

HHEE LTV e {0,1} 2 AL, bLb=1V
ThHIUTADKEL LT 5.

FE 9 (T84 LER) VXA LB
SigKG, Sig, Ver ® 3 DD T )2 Y X AMNDE 72
5. 8igkGlItF 2 VT4 "TA=Z AN B AT L
L, B4t sigk &GRS verk % H )3 D iRy
TNTY XN SiglTEFEAEE sigk, LEm A
he L, B S BN THMERNT LTY XA,
Ver [IHRAESE verk, CFEm, BAH SE AL L,
B4 SH verk EmIZxLTESTHNITL %,
ENLHN 0TI T TV XALTHS.

LB NEAFRIL, WD (verk,sigh) <
SigKG(1*) &3rEmIC

1 25FE3R 1 TR YD N2,

£ 10 (RASETFATREN) Vo ¥ A B4 FHX
,ﬁ%LTT ETHDEIL, VDR D SIHEA
%W%ﬁA’ﬂLT%Tﬁ@&%# INTESIA
T, Bk Adva> YT (\) 28 A Ik LT
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Y b7y T (verk, sigk) & SigKG(1") % FAT
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ERVITY): AILEALAT 7V Sig(sigk, ) 1T
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mIZXTHIEYREA S EHDLZENT

5.
H o wIg,

A LR L B DT
(m', ") ZH T 5.
(m!,S") # (m,S) THY, 7> Ver(verk,m’, §') =

1 THNTHEERE ADH LT 5.

4.2 2%
& ??® IP-CPRE FRUTLL T O 473

FI 1 DLIN i€, IPE O-SCRAENE, 7

A LEBAL T AOMREENFRENED T T, L 1P-

CPRE FRUTBIELHED FTH U PF /L
ST 2 SO EENE 2 7.
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Setup(1*,n):
(pk™PE, skIPE) KR Setuppg (11, 7),
(param,,,B = (bo, ..., bant3), B = (b
B.= (bo, ..., ban+2, bants),
return pk := (1)‘, pk'E, param,,

b1n+3)) <_R gob(l)\7 4n + 4)7

0
( ...,b§n+2,b§n+27"'7b2n+2)’
) sk := (ba’ SkIPE).

/\

KG(pk, sk, ¥/):
SkIP® & KGrog(pk™E, sk, ), 82 Fy, 7 F2,  k*:= (1, 6, 0", 0%, 0", 7, O)g-,

(7 L* | IPE
return sky := (¥, k*,skz ).

Enc(pk, Z, ¥, m):
Cyw,0,p,0 J Fq,  (sigk,verk) & SigKG(1%), co = (¢, wi, 0y, p(verk,1), 0", 0", ¢)p,
cLi=m- ggp, C:=(%,vy,co,c1), S & Sig(sigk, C), return octy (C,verk, S).

RKG(pk, sky, 1, 7'):
5, Ry, i S F Wy & GL(34n + 4,F,),
di :=bW; fori=1,...,2n+2,3n+2,...,4n + 3,

DT = (ClT7 e d§n+2, d§n+27 e d2n+3)
k*rk (k* (0’ 6/177 7"(I;, 02 On _’/7 0)B*>Wl7
¢r (_ EHCIPE(kaPEa f’, W1)7 return rkgf/ = (17 117 i k;*rk’ ]ﬁi, ¢rk)‘

REnc(pk, rk% := (7,4, &', k*™*, DY, %), oct’ := (C':= (&, 7, co, c1), verk, S)):
If Ver(verk,C, S) # 1, return L.
50,70, ¢\ g S By, i S FR Wy <2 GL(4n + 4,F,)
krrene = k*rk 4 (0, 8”7, 07, o(—1,verk), 0", 77", O)pe,
" = (co+ (¢, JZ, T/, p'(verk,1), 07, 0", ¢')p)Wha, A" i=cy - gg

R . -
wrenc — EIlCIpE<kaPE, l'/, WQ), return I’th/ e (:L'/, k*renc’ c(r)enc, ctienc7 wrk’ wrenc)_

Decoct (pk, sky 1= (¥, k*, skt =), octz := (C = (T, co, c1), verk, S)):
If Ver(verk,C,S) # 1, return L, K :=e(co, k*), return m := ¢ /K.

Decen(pko sy i (7, SkEFE), etz i (2,1, e, 7, %, 7))
R S
W1 < Decrp(pk™E, skIE ™), Wa + Decrpg(pk™F, kIPE renc,

k* = krreneiy o := "W, K :=e(, k), return m := "/ K.
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