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Abstract Many Multivariate Public Key Cryptosystems (MPKC) are a public key cryptosys-
tem whose security is based on the difficulty of solving a set of multivariate quadratic or higher
degree polynomial equations over a finite field. For instance, Tame Transformation Method
(TTM). The security of TTM is based on the intractability of Tame Decomposition Problem.
In this paper, as a first step whether or not a public key map can be decomposed as a com-
position of affine automorphisms and triangular automorphisms for each MPKC, we focus on
Matsumoto-Imai cryptosystems. Let us suppose that Matsumoto-Imai central maps satisfy the
following conditions: Matsumoto-Imai central maps compose affine automotphisms and exists
its components are zero. We show that Matsumoto-Imai central maps can not be decomposed

3 types of composite affine automorphisms and triangular automorphisms.
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Algorithm 1 Key Generation (TTM)
Input: [ € N.
Output: (pk, sk).

1. Select | tame automorphisms Gi,---,G;
€ T(F(Ia n)

2. Compute F <~ Gio---0G; € T(Fy,n).
3. pk(—F,Sk(—{Gl,"- ,Gl}.

4. Return: (pk, sk).




Algorithm 2 Encryption (TTM)
,&n) € Ay,

Input: Plain text (z1,---

Public key pk = F = (f1,--+ , fn),
(F:AZ — AR).
Output: Cipher text (y1, - ,yn) € AI’FLq.
1. Compute (y1, - ,Yn)
= (fl(xla T 7:671)7 e 7fn(x17 e 7$n))
2. Return: (y1, -+ ,yn).
Algorithm 3 Decryption (TTM)
Input: Cipher text (y1, - ,yn) € A]’qu,

Private key sk = {G1,--- , G},
(Gi: AZ — AR),
(i=1,---,10).

Output: Plain text (1, ,2n) € Af, .
1. Compute (x1,- - ,Zp)
= (Gl o oGy yn)-

2. Return: (z,--- ,zy).
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Algorithm 4 Key Generation (MI)

Input: (n,0).
Output: (pk, sk).

1. Select affine automorphisms L, Lo and
Fy-linear map ¢.

2. Compute FO « Liogpo F® o ¢=1o L.
3. pk < FO sk« {Ly, Ly}.

4. Return: (pk, sk).

Algorithm 5 Encryption (MI)
Input: Plain text (z1,-- ,zy) € Ag,,
Public key pk = F®) = (f1,-+-, fa),
@) . An n
(P9 Ag — A]Fq).

Output: Cipher text (y1, - ,yn) € Aﬁ;q.
1. Compute (y1,-* , Yn)
= (fl(xlv e 7-%'71)7 T 7fn(x17 e 71.71))
2. Return: (yi, - ,yn).




Algorithm 6 Decryption (MI)
Input: Cipher text (y1, - ,yn) € Aﬁ%q,
Private key sk = {Li, L2},
(Li: AR — AR ),

(i=1,2).
Output: Plain text (x1, -+ ,2,) € Ay .
1. Compute (21, ,Tp)
= Lgl © qu F(G) o ¢_1 © Lfl(yla e ,yn)-
2. Return: (z,---,zy).
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