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Abstract The security features of current online services are mostly defined by the service
provider. Users may feel unhappy if the terms do not meet the expected criteria, since they
can only agree to user the service with the terms or declin using the service. Even a simple
negotiation might result in a more satisfying outcome in many cases. This article proposes a
mechanism to build non-repudiable security service level agreements between a user and a service
provider. It also demonstrates the feasibility of the mechanism by introducing proof-of-concept

implementation, and analyzes its non-repudiability and DoS-resistant feature.
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Algorithm 1 SSLA JRET /LU X L]

1. if dimension(req) = Technique then
if req € caps then
return 1
else
return 0

. else

translated-reqs < Translate(req, Function)

2
3
4
5
6: end if
7
8
9

for all entry in translated-reqs do

10: if entry ¢ Translate(caps, Function) then

11: return 0
12: end if

13:  end for

14:  return 1

15: end if
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