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Abstract There are many researches which prevent classified information leakage. However,
there are few researches which specify attacker who steals classified information. By specifying
attackers, control of attacks, countermeasures for new attacks, and prosecuting attackers can be
carried out. This paper proposes attacker investigation system focusing on classified information
leakage. This system traces classified information in a computer and substitute dummy data
for classified information, which is sent to the outside the computer. Therefore, we can prevent
classified information leakage. In addition, the program, which is embedded in the dummy data,
transmits information of an attacker’s computer, to a specified computer for investigation. By

executing this program, we can acquire attacker’s information.
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