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Proposal of an Anti-phishing System
by the HTTP Request Analysis that Used Proxy

MOTOHIKO NAKAMURA," MASATO TERADA, 11t YUJI CHIBAt .11t
and NORIHISA Dort

Phishing is a type of deception designed to steal your personal data and damage by it is
reported to have spread over these years. Some preventive measure has been proposed but
their effect is not satisfactory. Because most of them cannot detect Phishing sites they do
not know as they find Phishing sites based on blacklist. To solve this problem, we propose
a method to detect unknown phishing sites by watching HTTP request using proxy to detect
the characteristics of the Phishing sites (short continuation period, and so on) to warn the
HTTP client how suspicious the target site is. We evaluated effectiveness of the proposed
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method by using the prototype system we have implemented.
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Table 1 The characteristics of phishing sites.
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Table 2 The research items for detection of phishing
sites.
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Fig.1 The overview of Anti-Phishing System.
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000000000 oOoO0O00ooooooa
0000000000000000 WebODODO
goooOdoO HTTPOODOOODOOODODOO
Jdooooooooooopooooooooo
Jjo000oodo0o0ooOOoooDOooooDooooo
joo0oOoooO0ooOOoooooooooogooog
jo0oDdo0oo0oooDooooooooood
Internet Explorer 00000000000 OOOOO
000000000000 DOdInternet Explorer O
goooodooooooooooooobobooooo
000oo0ooooooooooooooooooooo
goooooOoOo SSsLoogooooooooooog
oooooooOoSSsLOooooooooooooog
goooooooooooooooon
ooooOopoooDo 30oooOo0oOooooooon
oood
3.2 HTTPOOOO
HTTPOODOOOODOOOOOO PCO WebO O
O00 HTTPOOOOOOHTTPOOOODODOO
goooooboooooooooooobo
HTTPOOOOOOODOOOOOOOD 2000
goooOO0O URLOOOOOOOCODOOHTTPOO
goooOOWwWebOOOOOOOOO HTMLOOOO
Jo00o00o0O0o00Oooooooooooogg 20
Jo00ooO0o00ooooooooOooooooog
00o00oo0oo0DooooOoooogog HTTP
0ooo0ooooooooooogooooooo



3368 ooooooooo

HTTP/1.0 200 OK
G
<html>
<body>
=SELT — 2 O ALE
/Mhtml Y — A (A
</body>
</html>

03 ODO00O0 HTTPOODOODOO
Fig.3 The part of general HT'TP response.

D BRAF | KL - Sleipnir
I7ALE REE RTW BRCANE D/}~7@ %2070 Jo¥VE® AWIMR U-AD 2w ANTH
Q= O 3 HRA®G Lurjfrnn @ 3-8 FF @k k.

TEVAD [ httg:/ /wmmchuo-u.2c jp/chuo-u/index html - [] DR
# o danE k.

#% 2

3 L)

SPRRE Moo | |

CHUO, UNIVERSITY

BN
.MEM RACCOONSE -

R e S R A Q772 E-F R 1008 &0

04 OOODOOOO
Fig.4 The example of alert bar.
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Fig.6 The overview of reporting function.
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Table 3 The system specification.
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Table 4 The comparison of detection alerts.
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1) Anti-Phishing Working Group.
http://www.antiphishing.org/

2) APWG: Phishing Activity Trends Report July,
2006. http://www.antiphishing.org/reports/
apwg._report_july_2006.pdf

3) Netcraft. http://news.netcraft.com/

4) WayBack Machine, Internet Archive.
http://www.archive.org/Web/Web.php

5) 000000000000 http://jprs.jp/

6) EarthLink toolbar, EarthLink.
http://www.earthlink.net/software/free/toolbar

7) Stanford Security Lab, Stanford university.
http://crypto.stanford.edu/SpoofGuard

8) RBL.jp. http://www.rbl.jp/

9) DOoU0o0o0OOoOooOoOoUoOoUooOoooo
00000000000 0Ohttp://www.videoi.co.
jp/data/wsr/wsr051012.html

10) HTTP proxy, 68user’s page.
http://x68000.g-e-d.net/~68user
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