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At a service window, we are sometimes identified directly by identification papers, and users and a teller communicate in a 
partitioned place to avoid other’s eye. These correspond to encryption with session keys which vary according to sessions. The 
session key exchange with direct user identification enables to realize online windows. In this paper, we propose an object-based 
session key exchange scheme using steganography. The scheme enables direct identification with continuous still image of users, 
and does not require agency. We conducted a user experiment, and made sure that 19 out of 20 users could exchange a session 
key with accurate identification. 
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Fig. 1 Step of identity verification at offline teller window. 
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Fig. 2 Step of identity verification at online teller window. 
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Fig. 3 Model of steganography. 

 

 4  
 

Fig. 4 Model of the authenticated key exchange  
without third party. 
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Fig. 5 Construction of the evaluation software program. 
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