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Proposal and Evaluation of Digital Forensic System
Using Security Device and Hysteresis Signature

Yuki AsaiNo™t and Ryoichr Sasakif!

With development of Internet society, Digital Forensic which is the technology and the so-
cial structure to prepare digital evidence for lawsuit attracts against illegal attack has been
paid attention recently. In order to achieve the accountability of a company from now on,
we thought that the evidence that mail logs and financial accounting information including
digital data must be not altered and that proof must be secured become important in order to
cope with (a) lawsuit. We developed the system which use (1) USB device and (2) hysteresis
signature technology, and can prove (a) that logging is obtained only when user operate the
computer, (b) that log is not changed and not erased. In addition, we report the proposed
system and results evaluated by using the prototype program.
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Fig.1 Overview of the DF system.
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Fig.2 Overview of the proposal DF system.
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Fig.3 Method of using a digital signature.
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Fig.4 Overview of the hysteresis signature.
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Fig.5 Hysteresis signature with security device.
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Fig.6 Storage phase.
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Fig.7 Data flow of the secure logging.
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Fig.8 Verifying flow.
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