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Evaluations of a Traffic Identification Method

for a Pure P2P Application Traffic by using Client/Server Relations

SaTosHr OHZAHATAT! and KONOSUKE KawasHIMAT!

Peer-to-Peer (P2P) file sharing networks are widely used nowadays because of their scalabil-
ity and flexibility. In overlay networks, it is mainly music and video files that are transferred,
and it is known that the traffic volume is much larger than that of classical Client/Server
applications. However, the nature of current P2P application traffic is not well known be-
cause of the anonymous communication architectures used. Since the application does not
use the default service port and the communication is encrypted, the identification of traffic
has not been feasible. To solve this problem, we have developed an identification method for
pure P2P application traffic, especially for Winny, the most popular pure P2P file sharing
application in Japan. Our proposed method relies only on Client/Server relationships among
the peers, without recourse to application header information. In addition to describing the
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method, we also give an evaluation of the identification method by experiments.
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Fig.1 Communication relations in the Transport layer; (a)

One-way Client/Server model (on left). (b) Two-
way Client/Server model (on right).
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Fig.4 Complex network model 1.
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Fig.5 Complex network model 2.
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Table 1 Number of service ports in the Internet accessed
over 48 hours by PCs.
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Table 2 Average False negative ratio and Average False
positive ratio (Winny in PC A-E).
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Table 3 Average False negative ratio and average False
positive ratio with extension of the identification
period (Winny in PC A-E).
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Fig.8 Traffic measurement setup.
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