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A Method for Reducing Revocation Delay on a Relationship
between Attributes in Attribute Authentication

Yosuaro Kakizakit! and HIDEKAZU TsuJjit2

Attribute authentication is to confirm validity of authenticatee’s attribute. Attributes re-
late mutually and complexly; an attribute is issued only when the conditions are satisfied, and
various authorities prove attributes. Attribute certificate as an electronic certificate proves
attribute. However, attribute certificate cannot show the relationship although it can show
the holder. Therefore, there were problems; it is impossible for verifier to verify the validity
if it does not know the relationship between attributes beforehand, and revocation of at-
tribute certificate with relationship is delayed. In this paper, we propose a foolproof method
of verification process in attribute authentication. Attribute certificate is bound to attribute
certificates that have the relationship by using the holder field of attribute certificate. Our
method makes it possible that verifier can verify the validity of all attribute certificates with
the relationship by using the holder field even if it cannot know the relationship between at-
tributes beforehand. Moreover, verifier can verify the validity of attribute certificate without

the influence of revocation delay although the revocation is being delayed.
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Table 1 Profile of attribute certificate standard fields.
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Table 2 Profile of the holder field options.
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Fig.1 Naive method of binding PKC and AC.
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Fig.2 Issue of revocation delay in naive method.
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Fig.3 Term definition of attribute certificates and its

relationship.
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Fig.4 An example of process for issuing, verification,
revocation.
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Fig.5 An application model of our method.
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