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2.1 EEFF

SecureComm?2013 1%, BARD A v N—Z K #EE I N7z,

e General Chair
Tanveer A Zia(Charles Sturt University, Australia)
Albert Y Zomaya(University of Sydney, Australia)

e TPC Chairs
Vijay Varadharajan(Macquarie University, Australia)
Morley Mao(University of Michigan, USA)

e Local Chairs
Junbin Gao(Charles Sturt University, Australia)
Adel Al-Jumaily(University of Technology Sydney,
Australia)
Maumita Bhattacharya(Charles Sturt University,
Australia)

e Publicity Chairs
Salil Kanhere(University of New South Wales, Aus-
tralia)
Jianming Yong(University of Southern Queensland,
Australia)
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Weili Han(Fudan University, China)
e Publication Chairs
Aldar Chan Chun Fai(Institute for Infocomm Re-
search (I2R), Singapore)
Quazi Mamun(Charles Sturt University, Australia)
e Workshops Chairs
Javed Taheri(University of Sydney, Australia)
Md Rafiqul Islam(Charles Sturt University, Aus-
tralia)
e Sponsorship Chair
Sabih-ur Rehman(Charles Sturt University, Aus-
tralia)
e Web Chair
Saman Shafigh(Charles Sturt University, Australia)
e Conference Manager

Erica Polini(European Alliance for Innovation (EAI))
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2.4 SecureComm?2013 DK
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#* 1 SecureComm IZBIJ5ty ¥ a V2E
2013 4% [3]
Security & Privacy in Mobile, Sensor, and 3
Ad Hoc Networks

Malware, botnets, and Distributed Denial of Service

w | w

Security for emerging technologies: VolP,

peer-to-peer, and Cloud Computing

Encryption and Key Management

Security in Software and Machine Learning

Network and System Security Model

WlWw( N | w

Security and Privacy in Pervasive and

Ubiquitous Computing
2012 4% [4]
Crypto and Electronic Money

Wireless Security
Web Security

Intrusion Detection and Monitoring

Anonymity and Privacy

QO [ [ | W W~

Miscellaneous
2011 4% [5]

Network Intrusion Detection

Anonymity and Privacy

Wireless Security

Systems Security

DNS and Routing Security

WlWlw|o|o|w

Key Management
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T25kwiarl1DdTHo=0N, SEZIFEET S HE
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4th International Workshop on Applications and Tech-
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niques in Information Security(BL T, ATIS2013 &3 5%)[2]
1%, SecureComm2013 IZHfE I Nz ERMEF 2V T 112
THEBT -2 ay T THB. 2010 FErSHHMESINT
BY, SEOEN4RIEHERS.

SRR, SecureComm?2013 2 TH S 9 A 26 HIZ
B X 4, 6 DX FHERE 1 HOBAHFHENTHLONT.
KRGO TE2EUEEZX 2 ITRT.

3.1 EE{KE
ATIS2013 1Z, ARDA Y N—Iz X @B I N,

Steering Chair

Lynn Batten(Deakin University, Australia)

Jemal Abawajy(Deakin University, Australia)
General Chair

Rafiqul Islam(Charles Sturt University, Australia)
Workshop Secretary

Judy Chow(Deakin University, Australia)

3.2 Call for Papers
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4. SecureComm?2013 IC 8T B FHEKRBN

4.1 HFEHEEH
SecureComm2013 (2 BT B & 4 7= ELFHRHEH O B 12

DWTEAFITRY.

(1) Challenges in Cyber Security
[Mike Holm (Operations Manager, AusCERT)]
T, EEE DR T 5 AusCERT D#% Jtiz
LT, EFEOTF A N—Fal) T4 IZB3 2 HM
EHA L. AusCERT XA —A M F VUV TI2B1 5%
CERT(Computer Emergency Response Team) T, 7
DT RIS 51 KD CERT 12725, i
Flx, HECEEOHBMI AT LD LS LV EE
ANY A N—BEOEMD S HIZ, TS DEEER
HMEETWS ZEAHEETHLLLTWVWS. SHDH
T, SEEMDIZ AusCERT »5F%Z U 72 Internet
Census 2012 (IZ DWW THA L, Carna Botnet 225185
N7 =PI S T U7z, HFR G2 120 77 O
R o I APNFEEL TOWIZEHIZDOWTEE-S 7=,

(2) Data breach disclosure and other dinner party games
[James Turner (Chair AISA Advocacy Group)]
MHTIE, A—AMIUVTOITFa Y 71 pEEET
HRGHEEGEZEREEZRBN L. ZThoDHk
FIIEAMI 2380 & DY, HRFEOREFIZETR
. EHEF L, o DB EEL, AR RHER
MEEIZFALEHELZ LD IS ITTAZPIIDVWTHE
L 7.

(3) Know thy Enemy
[Mark Goudie (Regional Manager ? Investigations,
Dell SecureWorks)]
L, EEOREZE I ODDERLBE XA TITHHE
TE5L U7 WBHEEIDIPAT VA XA TIRH
Mz CTRUZEEZIT TSRS, YA N —B8EH,
#RM, BURMN 7L ER%Z HWE U7z hacktivist, [EA
LEBREINTVWEZV—TORSIZE>TWS. L
T, INSDITNV—TREENTNIRL 572V — IV PH
i, TUCHEER>TWS., ZDkd, b0y
V=T DIRDEENCHRE RS Z L 1F, RO I
BB R R BR/NRIZT 5720 DL 05725 5,
CEFHITRART. F72, HEEHTE, ZhoDs V-7
DEEGIZOVWTHHEML, ThETnD TV —THHH S
FREC T — X M PEDFEBE & 60 T S DHEAfNIz D &
DI E R G A DMEE LT,

(4) Cyber Security: from Bio-cryptography to Intrusion

Detection
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[Jiankun Hu (Australian Defence Force Academy,
UNSW)]
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DB SIS GOV DIKFT D) LWVWHI AT LD
YEThOZETHY, Ny FUIZFLTUBIFEIC
BRL W E LTWS. BRI, DoS BEBIIES & fif
SEBARV. BRI LI, EEFD LD BB
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4.2 SecureComm2013 ICH5 T B FK

SecureComm?2013 (2B 1F B FKFM XL 21 hTH - 7=

FRiEIZ USB A BV iAWz RECTRA S Nz, B
NI, BREEDXA MVERT.

Session I: Security & Privacy in Mobile, Sensor, and Ad
Hoc Networks

e [laJAnomaly Detection in Beacon-Enabled IEEE
802.15.4 Wireless Sensor Networks [Eirini Karapistoli
and Anastasios A. Economides(Department of Infor-
mation Systems, University of Macedonia)]

e [1b]Secure and Verifiable Top-k Query in Two-tiered
Sensor Networks [Ting Zhou, Yaping Lin, Wei Zhang,
Sheng Xiao and Jinguo Li(Dept. of Information Sci-
ence and Engineering, Hunan University) |

e [lc]CamTalk: A Bidirectional Light Communications
Framework for Secure Communications On Smart-
phones [Mengjun Xie, Liang Hao, Kenji Yoshigoe and
Jiang Bian(University of Arkansas at Little Rock,

University of Arkansas for Medical Sciences)]

Session II: Malware, botnets, and Distributed Denial of
Service

e [2a]Botnet Triple-Channel Model: Towards Resilient
and Efficient Bidirectional Communication Botnets
[Cul Xiang, Fang Binxing, Shi Jingiao and Liu
Chaoge(Institute of Computing Technology, Chinese
Academy of Sciences, Beijing University of Posts and
Telecommunications, Institute of Information Engi-
neering, Chinese Academy of Sciences)]

e [2b]Contrasting Permission Patterns between Clean
and Malicious Android Applications [Veelasha Moon-
samy, Jia Rong, Shaowu Liu, Gang Li and Lynn Bat-
ten(School of Information Technology, Deakin Uni-
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versity)]

o [2¢|DroidAPIMiner: Mining API-Level Features for

Robust Malware Detection in Android [Yousra Aafer,
Wenliang Du and Heng Yin(Dept. of Electrical En-

gineering & Computer Science, Syracuse University)]

Session III: Security for emerging technologies: VolP,
peer-to-peer, and Cloud Computing
e [3a]Disabling a Computer by Exploiting Softphone

Vulnerabilities: Threat and Mitigation [Ryan Far-
ley and Xinyuan Wang(Department of Computer Sci-
ence, George Mason University)]

[3b]VCCBox: Practical Confinement of Untrusted
Software in Virtual Cloud Computing [Jun Jiang,
Meining Nie, Purui Su and Dengguo Feng(Trusted
Computing and Information Assurance Laboratory,
Institute of Software, Chinese Academy of Sciences)]
[3c|Integrated Security Architecture for Virtual
Machines [Vijay Varadharajan and Udaya Tu-
pakula(Information and Networked Systems Security

Research Faculty of Science, Macquarie University)]

Session IV: Encryption and Key Management
o [4a]Generic Mediated Encryption [Ibrahim Elashry,

Yi Mu and Willy Susilo(Centre for Computer and
Information Security Research, School of Computer
Science and Software Engineering, University of Wol-
longong)]

[4bJAn Efficient Reconfigurable II-ONB Modular
Multiplier [Li Miao, He Liangsheng, Gao Neng, Yang
Tongjie and Liu Zongbin(Zhengzhou Information Sci-
ence and Technology Institute, SKLOIS, Institute of
Information Engineering, Chinese Academy of Sci-
ences)]

[4c]Public-Key Encryption Resilient to Linear
Related-Key Attacks [Hui Cui, Yi Mu and Man
Ho Au(School of Computer Science and Software

Engineering, University of Wollongong)]

Session V: Security in Software and Machine Learning

e [5a]Clonewise - Detecting Package-level Clones Us-

ing Machine Learning [Silvio Cesare, Yang Xiang and
Jun Zhang(School of Information Technology, Deakin
University)]

e [5b]Automatic Polymorphic Exploit Generation for

Software Vulnerabilities [Minghua Wang, Purui Su,
Qi Li, Lingyun Ying, Yi Yang and Dengguo

Feng(Trusted Computing and Information Assurance
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Laboratory, Institute of Software, Chinese Academy
of Sciences, Institute of Information Security, ETH
Zurich)]

Session VI: Network and System Security Model
e [6a]A Novel Web Tunnel Detection Method Based

on Protocol Behaviors [Fei Wang, Liusheng Huang,
Zhili Chen, Haibo Miao and Wei Yang(Department
of Computer Science and Technology, Suzhou Insti-
tute for Advanced Study, University of Science and
Technology of China)]

[6b]Salus: Non-Hierarchical Memory Access Rights
to Enforce the Principle of Least Privilege [Niels
Avonds, Raoul Strackx, Pieter Agten and Frank
Piessens(iMinds-DistriNet - KU Leuven)]
[6¢]Scalable Security Model Generation and Analysis
using k-importance Measures [Jin B. Hong and Dong
Seong Kim(Computer Science and Software Engineer-

ing, University of Canterbury)]

RHMIZHEZ 2 FEE2BEET DR8N D D LTz,
REFETE, ETERT TV eV 7ok
et L, BWEEE2TS. OB, BHT NI
A= RFONA MEOREWREEE LT, EEEOEHWN
API 2 —)b, API ZIFUHIS /8y r—T4, AP W3¢
DNIA=Z, DIDEMHLTVD. Zhs DR
DI, YN—ZAZr V=T Y Iz E s TiITbR
5. FEROFMER, REFIEIZEWTKNN 8% E2 H
W72IG6, 99NREDREE L, 2.2%FE D false positive
NENTZ.

(2) [7c]Unveiling Privacy Setting Breaches in Online So-
cial Networks [Xin Ruan, Chuan Yue and Haining
Wang(The College of William and Mary, University
of Colorado Colorado Springs)]

AWETIK, A F714 V=Y vbry b7 —2 (OSN)
ZBF BT T ANVIEROTHIT DO WTHAEZIT > T
w5,

OSN IZBEWTIE, =¥ T I 14 NVIZHT 1R
DARFEHEZRETE S, FIZIE, 7=zA ATV 7D
a-YIE, ZLVY RV AR TET 4 —VIER, K6
WAEEFEDORFARIIHZ, —MAH - KADANDARH &

Session VII: Security and Privacy in Pervasive and Ubig-
SoRNETEETES. LrLads, FHE A
EhTWaERE 2—FHOOuLA 2HNS Z

uitous Computing
e [7a]The B-Side of Side Channel Leakage: Control

Flow Security In Embedded Systems [Mehari Msgna,
Konstantinos Markantonakis and Keith Mayes(Smart
Card Centre, Information Security Group, Royal Hol-
loway, University of London)]

[7Tb]An e-payment architecture ensuring a high
level of privacy protection [Aude Plateaux, Patrick
Lacharme, Vincent Coquet, Sylvain Vernois, Ku-
mar Murty and Christophe Rosenberger(ENSICAEN,
BULL SAS, Department of Mathematics, 40 St.
George Street, Toronto)]

[7c]Unveiling Privacy Setting Breaches in Online So-
cial Networks [Xin Ruan, Chuan Yue and Haining
Wang(The College of William and Mary, University
of Colorado Colorado Springs)]

T, EAOEHEHET D Z LB TESARMEDS
HBLUL7 FIT, KIETE, Jz1 ATV ID
I—H30FAERNRELT, T4 NUEREHEE
TEEHODAF—LEEFLHAEZT->TVE. BE
INTWVWBAF—LTIE, ARehotdhbs1—Y%
BEEELUT, AEENTWE2—FHODRAD %255
AR ZINEL TV, BN, Cok>k7
SANVRABBREIZH L TEEWHERTIEABDIER
EHET D EDNARETH D I LR LT

4.3 Best paper award

SecureComm?2013 DRMIFHFEHIZ, ARFHDFERIZB T 5
Best paper R&R#E I Nz, REXTIE, SecureComm?2013
THRINEZLUTO 2 DOMEIEME LTETETS
ni-.

SecureComm?2013 THR I NG X DN, W Dzl T
R 5.
(1) [2c|DroidAPIMiner: Mining API-Level Features for

e [3a]Disabling a Computer by Exploiting Softphone
Vulnerabilities: Threat and Mitigation
Ryan Farley and Xinyuan Wang(Department of Com-

Robust Malware Detection in Android [Yousra Aafer,
Wenliang Du and Heng Yin(Dept. of Electrical En-
gineering & Computer Science, Syracuse University)]
AZETIE, HMNY 5 Android <)V = 7 ADRE L
LT, BMFEEZRAWEZERT 7)) &V y =27 0%

puter Science George Mason University)
[la]Anomaly Detection in Beacon-Enabled  IEEE
802.15.4 Wireless Sensor Networks

Eirini Karapistoli and Anastasios A. Econo-

mides(Department of Information Systems, Univer-

HFREEREL TNV,
EHE, 2O LU Android ¥V = 7IZXLT,

sity of Macedonia)
Z D, IMDFERD Best paper & L TEREI N, M

2013 Information Processing Society of Japan 5
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[3a]Disabling a Computer by Exploiting Softphone Vul-
nerabilities: Threat and Mitigation
Ryan Farley and Xinyuan Wang(Department of Computer
Science George Mason University)

AWZEIE, VoIP Y 7 b7 4 AR ZA MiAIZERL TV
52 FXaVTAEERX, TOMKIIODWTHEEZT>TW
5. BRMIZESNZ SIP N5 7 1 v 71 Vonage £\ 5
VoIP ¥ 7 b 7 # V2 EHESE T2 Windows XP F & b
ERODUNICEERREICT 22 L3 0horz. ZTD X574
WEDBBEEIZE D VT 4 V&) VT & > THIRNIZ
BFX N2 DIZH LT, stealthy attack 2SEIfEIZE D W72
TANR) T EEEL, WRET DY T FT7 4 VIZEF
EDTBEEIARDO IV a— X EHELRIZT S L
%R U7z, stealthy attack Z#EMIT 572012, FEEH S I,
34TV RDRODIZSIP Ay =YD VT riay
EHEND D2 TFA DL SIP 70 b DVERIZY
%% 5.2 % LCA(Limited Context Aware) 7 4 V&V >
EREIET-. EXM% VoIP I—VASEET 20D%#FL
TWaE, LCA 71 VR ) VI DRI stealthy attack
D%, FHHODFEBRIIR U,

F 72, REMGME 2> RO TIZDOWT H S 2 N
35,

[la]JAnomaly Detection in Beacon-Enabled  IEEE
802.15.4 Wireless Sensor Networks

ARWFSEIL, IEEE 802.15.4MAC 70 s 3 )L ® beacon-
enabled mode ZZRIZT A E2HKNE LZFH LWL E
BAIT7 LT A LERELTWS.
KEHE, T VTR MY —JIZBF5EFa) To
FEoOfiRE LT, VY —ADHIRPER LR NA L —
Yay, Je—FRF ¥y A+OEEIZLDSaI a2 —Y 3
Y DEBEDETITOWTIEAR . Rz, IEEE 802.15.4
MAC Zxf& & U7X % & LT, PANIA EZEKEx, GTS
BE, False Data Injection 72 &2 DWTEHIA L 72, AW
T, TOEIBRBEADONEKL LT, BERMT VT
VALEREUZ., Fz, V=V BT 2=y 2
EHWIZEADBINC BT 2RET NI XLD/NT F —
RUADRY I al—vavoRe UTRENZ. v Ia
L=y a YORRIE, EFEFZIAVF —HBEDOA —
W=y REDPRD NI WL )UVIZHER L DD, fislEh
TWbH5WPD XA TOBEIIHN L TEWIRARE HE 7
xR
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5. ATIS2013 IC8 T D2 HRKRBN

5.1 BfEEE

ATIS2013 12 B\ CTHEAREHAH M S 7z,

Revisiting Identity-based encryption towards no-
escrow: Application and analysis of Embedding Secret
Key Information in RSA moduli

[Professor Kouichi SAKURAI (Kyushu University and
Institute of Systems & Information Technologies and Nan-
otechnologies)]

T, BRI AR N = pg i85 < ID X"— A1
BAFX—LOBEET 70— FIZ OV THREMEIBE S
Pz. Fio, HHEE, TOXS4ID R—AREEICEEL 72
PEELFERTEIC DWW Tt L, ZORMEEZ ED X S ITHET
REDPFEREET o7, AR BT 2 IEHRIE DA A DREAF
FEERERIE, KAABA—F DR T ETLESK
DOFHUWFEEREI TS, EHESIL, TOFIEEE
HHEBAF—LIZHEA L. 72, Lenstra 5124 5 RSA
EVa— U SREEROIEDIAAT N TY LD
57 BIRHTIZ DWW TCHRE 247 o 72,

5.2 ATIS2013 iIC&F B HFEK
ATIS2013 Tl&, 6 fFOWIEREEMVTDONI. BITFICHK
FRDXA MVERT.

e [a]Detection of Android API Call Using Logging
Mechanism within Android Framework [Yuuki Nishi-
moto, Naoya Kajiwara, Shinichi Matsumoto, Yoshi-
aki Hori and Kouichi Sakurai(Kyushu University,
Institute of Systems, Information Technologies and
Nanotechnologies, Saga University)]

e [b]Ensuring Data Integrity by Anomaly Node Detec-
tion during Data Gathering in WSNs [Quazi Ma-
mun, Rafiqul Islam and Mohammed Kaosar(School
of Computing and Mathematics, Charles Sturt Uni-
versity)]

e [c|Securing a Web-based Anti-counterfeit RFID Sys-
tem [Belal Chowdhury, Morshed Chowdhury and
Jemal Abawajy(Melbourne Institute of Technology,
Deakin University)]

e [d]|Security concerns and remedy in a Cloud Based E-
learning System [Md. Anwar Hossain Masud , Md.
Rafiqul Islam and Jemal Abawajy(School of Com-
puting and Mathematics, Charles Sturt University,
School of Information Technology, Deakin Univer-
sity)]

o [c]Reversible Data Hiding Scheme based on 3-Least
Significant Bits and Mix Column Transform [Wafaa



BHRULEFMRERE
IPSJ SIG Technical Report

Abduallah, Abdul Monem S. Rahma and Al-Sakib
Khan Pathan(Department of Computer Science, In-
ternational Islamic University Malaysia, Department
of Computer Science, University of Technology)]

o [f](k-n) Oblivious Transfer using Fully Homomorphic
Encryption System [Mohammed Kaosar, Quazi Ma-
mun, Rafiqul Islam and Xun Yi(School of Computing
and Mathematics, Charles Sturt University, School of

Engineering and Science, Victoria University)]

6. REFAEICDOWVWT

SecureComm?2013 DA HIZ, SecureComm DX [H] [
WZDOWTT F 7 Y AW TFhoihiz. IREID SecureComm I,
2014 9 A 23 Hr 5 26 HD 4 HIE, E O THIME
INBEFETHD. 72, ATISIZEHL TIX, BRI TIX
FDFEIFHERIN TR,

7. BHYIC
KFETIE, 20139 H 2525 2T HIZA =AU T
D R=—, Aerial UTS Function Centre {Z TR X 1

7z 9th International Conference on Security and Privacy
in Communication Networks(SecureComm2013), K& U'[A
H 26 HIZHAE S =37 — 2 > 3 v 7 4th International
Workshop on Applications and Techniques in Information
Security(ATIS2013) (2B L, #*OWZE2#HE L 7-.

HEE RIIEO—EBIE, HARZPARHREL S B ASE 2l
& Hf B (GLEE S 23300027) (2 X AHMiBIOE & Tiib
Nz, F72, AfREELHBITH7-->T, EHBK, R
PR G & KR 2 THW 2.
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[1] SECURECOMM 2013 - 9th International Conference on
Security and Privacy in Communication Networks
http://securecomm.org/2013/show/home

[2]  Cyberspace Security
http://www.deakin.edu.au/sebe/it/
cyberspace-security/index.php

[3] SECURECOMM 2013 - Final Program in Full
http://securecomm.org/2013/show/program-final

[4] SECURECOMM 2012 - Final Program in Full
http://securecomm.org/2012/show/program-final

[6]  SecureComm 2011 7th International ICST Conference on
Security and Privacy in Communications Network
http://securecomm.org/2011/techprog.shtml
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