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Web Access Watchdog Systems for Children Protection

TaTsuMi UEDAT! and YosHiakr Takart?

For today’s children, the Internet is one of the most familiar and useful information media.
However, there is harmful information somewhat in the Internet. Parents need to watch their
children’s use of the Internet to avoid potential risks of contact with harmful information. On
the other hand, we have to consider the children’s privacy in communication. In this paper,
we propose a Web access watchdog system which operates on every child’s PC connected to
the Internet. The watchdog system always checks the Internet access by Ethernet packet
capturing, and samples the words from downloaded text of Web pages. The collected words
are immediately compared with the systems’ dictionaries of different categories, and then
children’s Internet access tendency is analyzed. A summary of the access tendency analysis is
periodically reported to the parents via e-mail. We have implemented the watchdog system
on a Windows platform, and evaluated the overhead for packet capture and access tendency
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Table 1 Comparison with the existing filtering software.
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Fig.1 Architecture of Web access watchdog system.
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Fig.2 Reconstruction of TCP streams.
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Fig.3 Acquisition of text documents.
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Table 2 Examples of words included in the dictionaries.
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Fig.4 Leaving a space between words of a sentence.
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Fig.5 Comparison with words of the dictionaries.

Guardian watch support system I

Summary report on 2005/06/12
From: Guardian watch support system
“To: guardian
Date: 2005-06-13 04:01:53
392,094 bytes

274,398 bytes

Use time: 03:17
- Tendency to content of communication -—---
Sex eae

Violence [*

Drug |

& Semai
P Summary report
_ L Logging | )

06 OOO0OOOOO
Fig.6 Notice to the guardian.

Guardian

oooooag

3.2,5 J0O0OOooooog

oooooo 1000 pCODODOODDODDOO
J00000b0ObObO WebOOOOOOODODO
gobobO0boobOoboboboboobobo e
goooobooobobobobobuoobooboo
gobo0oo0oobooboobDOobooboobooooooboo
Oooo0o0ooobOoOobOooboobooboooo
00000000 WebOOOOOOOOOOOODO
O0DO000O0o0bOOobOoOoOobOOoOobobobOoboono
ooooooog

gooooooooboobooooboboooood
od0oooooooboboooobboooobooa
JgoooooooboOoOoboOoboooOobo TOoO
Jo00000o0Db0o0b0O0bO0DbOO0O WebOOO
Oooo0obOOo0oboobooobouooboobooo
ooooOoobooobOoobooboobooboo
OooodbOooboboboOoboobobobobooo
ooo

3.3 O0O0O0ODOOO

Windows 0 000000000 OMicrosoft Visual
C++ NET 20030 000000000000000



Vol. 49 No. 3

07 0D0O0O0OOOOOoOoOo
Fig.7 Report email to the guardian.
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Table 3 Conditions of the evaluation experiments.
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Fig.8 Network of Web server and PC.
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Fig.9 Influence of the system (system nonuse).
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Fig.11 Influence of the system (whole system in use).
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Table 4 Results of tendency measurement.
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Fig.12 An example of preference changes in Web access.
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