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An Intrusion Detection System for SSL/TLS Encrypted Web Traffic

AKIRA YAMADA, 2 YuTaka MIvakE,! MASAHIRO TERABE!?
and Kazuo HasHIMOTO'?

As web applications are widely used for a variety of services, attacks against web applica-
tions cause serious social problems. Intrusion Detection Systems (IDSes) are a tool to monitor
illegal access to service providing servers, however, IDSes do not work effectively when the
accesses are encrypted by protocols. This paper presents a novel method of anomaly detection
for encrypted web traffic, which analyzes contents of encrypted traffic using only data size and
timing without decryption. Though conventional encrypted traffic analysis methods require
a pre-process that constructs the model of relationship between encrypted and unencrypted
traffic, the proposed method eliminates the pre-process by adapting clustering techniques.
The evaluation is conducted using an actual dataset gathered at a gateway of a network and

the DARPA dataset.
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Fig.1 Flow of the proposed system.
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Fig.2 Feature vector extraction.
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Function ClusterUPDATE(
input : S,:Stream of (z,t),
Th ge : 0000000000000
output : Stream of (C;, t)
o
Var x : 0000000
C,: 000000 0000000000
C:Q00o0ooooo
k : integer; // 000000

set 00O Th ¢s;

k «— 0;
C—00oooo;
(w,t) < pop(Sz);

Repeat
C,; « ClusterUPDATE-1(z, Th c1s);
output (C;, t);
// 0000000000000 000000O0OO0
(@, t) <pop(Sz);

Until (z = end of Stream);

Function TransitionUPDATE(
input : S, : Stream of (u,t),
Th mem : 000000000
output : Stream of (Uj,t)
H
Var v : 000000000
U; : 0000ooooo
U:000000000000
£ : integer; //00000000O00O

set 00 Th mem;
¢« 0;

U+~ pooooo;
(u, t) «<—pop(Su);

Repeat
U; < TransitionUPDATE-1(u, Th mem);
output (Uj,t) ;
//00000000D00000D
(u, t) «<—pop(Su);

Until (u= end of Stream);

}

04 0D00OD0O0OODOOOOOOOO
Fig.4 Main function of traffic recognition.

Function ClusterUPDATE-1(
input : x: 0000000
Th s : 0000000000000
output : C; : 0000
A
Var i : integer,
C,: 00000
my : 00000 C, 000,

If (k =0){
//0000000 C; 000 2000000
k«—1; Cp — {z}; my «— x;
Return Cy;
}
else {
i+ arg minge(1,2,...k} dist(z, m;);
if(dist(xz, m;) > Th «s){
//0000000 C, 0000 2000000
k—k+1; Cp — {a}; mp — z;
Return Cy;
}
else {
//0000000 C; 0 2000000
Ci — Cy U {z};
m; — g (mi x (|Ci| = 1) + 2);
Return C;;
}
}
}
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Fig.5 Subroutine of traffic recognition.
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Function TransitionUPDATE-1(
input : v : 000000000
Th mem : OO0O0O0O0O0O0OO
output : U; : 00000000
o
Var j : integer,
time{U;} : 0000000000000
count{U;} : 0000ODO0O0OOO;

If (¢ =0){
//00000 U, 0000000000000 0
=1 Up « u; U+ {Ue};
time{U,} «— t;
count{U,;} < 1;
Return 1;
}
else{
for(j = 1;j <= 45+ +){
(U, == u){
//00000 U; 0000000000
time{U;} « t;
count{U; } < count{U;} + 1;
Return Uj;
}
}
If(l < Th mem){
//00000 U, 0000D000D0O0O0O0OO0O
L—0+1;,Up —u; U—UU{U;};
time{Up} « t¢;
count{U;} « 1;
Return Uy;
}
else{
//00000000000000DDODODODO0O0O0
Jj=argmin;_(1 2, ., [}time{Uj};
U; =time{U;} =count{U;} = ();
Uj +— u;
time{U;} «— t;
count{U; } « 1;
Return Uy;

07 000D0OO0O0OO0OO0DO0ODOOOOOOOO
Fig. 7 Subroutine of frequency analysis.
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Function Detection(
input : S : stream of (x,C;,Uj,t))
Th .eq : 000D000D0O0O0OOO
Th ,es : 000000000000
Th req : DO0O0O0O0O0DOOODO
output : Stream of (a,t)

N

Var a: 0000;
(x,Ci, Uy, t) — pop(S);

Repeat
a — 0;
foreach (x,C;,Uj,t)
if( z.request.max > Th req ||
z.response.mazx > Th res ||
[Ci] < Th freq
i
a«—1;
}
output (a,t);
Until ({x,C;,U;) = end of Stream);
}
}

08 DOODOOOOOODO
Fig.8 Attack detection algorithm.
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01 0Do0oooo
Table 1 Datasets.

Mar. 2008

03 DARPAIDSOOOOOOOOOOOO
Table 3 Attacks in DARPA dataset.

MByte | 0000 oooDo

oo oooo

LANOOO ooooo 749.8 81,386 11,977
oooooo oo 1.9 499 463
DARPA ooooo | 2,666.8 | 428,630 56,261
ooo oo 172.0 2,933 481

02 LANOJODODOOOOOODOOOOOOO
Table 2 Attacks in LAN gateway.
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Table 4 Error rate of conventional anomaly detection (1).
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Table 5 Error rate of conventional anomaly detection (2).
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