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A Study on the use of civilian capabilities in cyberwar of the People’s
Liberation Army

HAJIME KURAMOCHI™  MITSUYOSHI HIRATSUKA?

The annual report of U.S.-CHINA ECONOMIC and SECURITY REVIEW COMMISSION announced in October 2009 has
pointed out that Chinese activity using a cyberspace is activating and the thing about which national participation asks those
activities. Moreover, the U.S. computer security company released the report in February 2013 which pointed out that a
possibility that the Chinese government is supporting the hacker attack to a U.S. company is high and that a secret cyber-unit of
the People's Liberation Army in Shanghai carried out it.

Although it misses in both reports, when discussing a cyberwar of China, the viewpoint of “civilian-capabilities practical use" is
indispensable. It is because civilian capabilities are systematized as a "militia" and a “cooperator”. China is going to materialize
Jiang Zemin's information strategy.

For example, People's Liberation Army gathers the civilians who have advanced IT technology and positions private "patriotic
hacker" as important national resources. As above, We have to note that China is carrying out civilian-capabilities practical use
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towards cyberwar.
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HUHEER T D E L, RILROBIESCREICET S 2
LT o TS L L, FEIZFESOIONEBE L TE 6T,
N BRI DY A =R BRI X 2 INEAT 2 % il
ERHHBRERELEZE LTY, PEICKH L TH S 206
W% RO DIEHRIUIIFIE L. T 70bh, SV %
BT D NBRMMESCEIMGNE L D2V A - %
HET 5ENERIIFEE LRI L ERE. oT, £
X OBROEENRRDENDTEA .

EDICHERON, VaF—TFHEHeN—TFEHD LD
TERIFHEZ B D IAATS, A AN—EMICEA S DT
REREOEMTH L. BHTHRILIZL I, 7Tk
A N—ZEMIE T8 5 OS] LRWMENL TS, ET
bBHOILHLEb LT, YA —22/I2iX, ROE (Rules of
Engagement : ZZHRHLE) CHERFHLE S AFIE L7221 T
<, FIF LT L DTl HE OAIRAT A O 1 & X B [EFE
EHTT B, T2 30 B EREOIEEIC LrEE %
FIFERWV. 2RI, WO THERTIZANS I, F
FE L, BECY A AN—EMITZ L OEOEKRR ENEDES
IR DO THHIND, FIZTZNRARTH-TH,
B L L ORI T M TH D Z L 2 IERSENRBOA,
-7 s HEERT D2 EDBRETHA .

TEANT, 2013 4 6 AICiE, BARZ EEE 15 HERSN
TOLEEOBUNHEMAFS G TEBY A N—Z2 s E)
EEELD, TANN—ZEMICHBEFOERE, fRcEEER
DA SNE_REIZLEE L, R, KEBREORE

TN & T4 oBlLE»G,
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L < OB R AL U0od 0 & 5 o R—TOR  §E
7, ASHEBER O EEPEDFERE S 4172 [45].

72, 2013 £ 3 i, NATO (North Atlantic Treaty
Organisation : JLRVAEESAIERE) 25, Whwd T# 1 v -
~==7 /b (The Tallinn Manual) | Z{ER L7z, LxL7a
D, ZNBIETA RT7A4 DAL T, FTRER
LT, TEEY A N—ZRWEE) L F)r-~v=a
TN fp RN, L0 BRIk, 20 FEITEMES B
7o 72 ERSEORIE I AT 72 R R e B 2 0 BT
CENHETHD. TNIENEERE L ETFYE R EE
2T DA EOEG TR nAD 5.

5. 8HYIC

CZETHEELTEZL OIS, Hic R4 ERELE LTo
A NR—ERICKHLT 5720, ARMIKER, HowDRM
RENEENL, ZOHEMAEK>TWD. FIHME~D fERE
Bz HOEZZHT CHAEZR D L), TORRRE
TOLEBE, BTBRE BB T REEDRH DO TIERN ).
ARFFENE, T A N BRI 2 T B O f g B~ DREF
HEREWEZADTEF LW MEHLH 5.

MEAMBREOEICHUR T, e LTPEARIE OISR
W% Rt D NRMACE OB 2 HE LT 2 Z &1
BN L TERVD, A% BEANMAELZFE LI ETWE
WeEEZXTWND.
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