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Verifying Feature Interactions in Home Network Systems

TAKAFUMI MATSUO,! PATTARA LEELAPRUTE, 2
TATSUHIRO TsucHIYA™' and Tonru Kikunof!

As home appliances are becoming increasingly interconnected, the use of
home network systems is being expanded. Home network systems provide value-
added services by integrating the features of different appliances. Concurrent
execution of these services, however, can cause unexpected behaviors of the sys-
tem, even when each service is independently correct. This problem is called
the feature interaction problem. In this paper, we propose an approach for de-
tecting feature interactions in home network systems. Specifically, we propose a
model of home network systems that is specialized for specifying feature inter-
actions and devise a method of automatically detecting interactions by means
of model checking. To demonstrate the usefulness of the proposed approach,
we show the results of an experiment using an example of practical services.
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Table 1 Environment model.
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Temp_in temp int {up, down}
Temp_out temp int {up, down}

Smoke smoke {not-exist, exist} {occurrence, removal}
Brightness | brightness | {High, Middle, Low} {up, down}
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1 SERVICE HVAC(tTemp user_temp) {
2 VAR

3 tTemp Ti_temp,To_temp; # Local variables
4 CONTENT

5 WHILE (true) {
6 Thermometer_in.SetPower (ON) ;
7 Thermometer_out.SetPower (ON) ;
8

9

Ti_temp := Thermometer_in.Measure();
To_temp := Thermometer_out.Measure();
10 Air-conditioner.SetPower (ON);
11 Air-conditioner.SetTemp(user_temp) ;
12 WHILE (Ti_temp > user_temp) {
13 Air-conditioner.SetMode(COOLING) ;
14 IF (Ti_temp > To_temp) {
15 WHILE (Ti_temp > To_temp && Ti_temp > user_temp) {
16 Ventilation.SetPower (ON) ;
17 Ti_temp := Thermometer_in.Measure();
18 To_temp :=Thermometer_out.Measure();
19 }
20 Ventilation.SetPower (OFF) ;
21 ¥
22 Ti_temp := Thermometer_in.Measure();
23 To_temp := Thermometer_out.Measure();
24 }
25 Air-Conditioner.SetMode (FAN) ;
26 }
27 %}

02 HVACOOOO
Fig.2 HVAC service.
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#define Appliance_method(argument){\

if::(pre_condition == true) ::else->false;fij;\
L/ 000oooooo =/

rvalue = return_value;}

N

03 00000000oo
Fig.3 Description of a method.
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|| (ventilator_power == ON
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1  proctype HVAC(tTemp user_temp){

2 int rvalue;

3 tTemp Ti_temp,To_temp; /* Local variables*/
4 do ::(end == 0)->

5 Thermometer_in_SetPower(0ON) ;

6 Thermometer_out_SetPower(ON) ;

7 AC_SetPower (ON) ;

8 AC_SetTemp(user_temp) ;

9 Thermometer_in_Measure(); Ti_temp = r_value;

10 Thermometer_out_Measure(); To_temp = r_value;
11 do ::(Ti_temp > user_temp)->

12 AC_SetMode (COOLING) ;

13 :

14 }

04 HVACOOOOO Promela 00
Fig.4 HVAC service described in Promela.
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1 #define Appliance_method(argument){\

2 if::(pre_condition == true)

3 irelse-> \

4 appliance_error=2;\

5 false;fi;\

6 .

7 e_read = 1; e_read = 0;\

8 rvalue = return_value;\

9  if::(post_condition == true) ::else-> appliance_error=1;fi}\
10 if::(rvalue == return_value) ::else-> appliance_error=3;fi}\

05 O00000OO0O00DOOOOODODODOO
Fig.5 Description of a method for interaction detection.
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02 000000O00O0O0O0DOoDoOoDoooD
Table 2 Feature interactions detected between two services.
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03 HVACOUOOODOOOOOOUOOOOOOooOoooDo
Table 3 Verification results between HVAC service and Air-cleaning service.
(A)DDOoOooooo
(A) Appliance interactions

0o 00 | oooo | oooo (@) | ooo
oooo | A1l true 1.31 x 10° 9.4 x 10%
A2 true 1.17 x 10° 9.4 x 10*
A3 true 1.23 x 10° 9.4 x 10%
ooo Al true 1.23 x 10° 9.4 x 10%
oooo | A2 true 1.23 x 10° 9.4 x 10*
A3 true 1.22 x 10° 9.4 x 10*
0ooo Al true 1.20 x 10° 9.4 x 10*
oooo | A2 true 1.16 x 10° 9.4 x 10%
A3 true 1.23 x 10° 9.4 x 10*
oooo | A1l true 1.17 x 10° 9.4 x 10%
A2 true 1.19 x 10° 9.4 x 10*
A3 true 1.16 x 10° 9.4 x 10%
ooo Al false 7.81 x 1071 | 2.5 x 10*
A2 true 1.84 x 10° 7.3 x 10%
A3 true 1.92 x 10° 7.3 x 10*

(B) DDDOOOOD
(B) Environment interactions

oooo oo | oooo | oo (@) ooo
oo El false 1.00 x 10° 2.3 x 10%
E2 false 4.03 x 107! | 2.4 x 10!
ooooo | El true 1.17 x 10° 9.4 x 10*
E2 true 1.14 x 107 | 9.4 x 10*
O El true 1.20 x 10° 9.4 x 10*
E2 false 4.06 x 1071 | 1.1 x 10t
0ooo El true 1.19 x 10° 9.4 x 10%
E2 true 1.14 x 107% | 9.4 x 10*

goooboooooooobooooooooboboooooboooOoooooooboooboon
Uob0b0OO00OODTemp_in < Temp_outU OO OUOOOOOO0OOOOOOOOOODOO
oooooboocooooobooooooobooboobooooooboobooboOoobboooboboo
gooooooon
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0000000000000 000000000000 setpower(ON) DO0OOOOODODO
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A.1 ECHONETOOOOOOOOO
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0000000000000 0000000000O0000OO0OO0CO, 0 00Doo0nno
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000000000000 00D0D0D00000oOoDOoDo0ooOn GeeOODODODO
gobooobobdoobobobobuoobobbbboboboobobobobobobobo
goobobooobboobobuooobboobbooobboUo wruebogobooo
0000000ooooogogoo Setd 000000000000 OOO0O0oooooOO
000000Get00OD0OO0O true0 000000000 0OO0OOOODODOOODOOOOOO
00000000 OperationStatus 00000 Setd Get DOOOOOOO0O

goooobooboboobbooobooboob0obbobooobDoobooboooo
000000 300000000000 0oo0ooooo oONDOOOoOoOoooooonoo
odoDooooooNODOOODODOoOooooooooooooooooooooooo
oo oNODDOOOoOoDoooooooooooooooooo

e Ventilation = (Fy, My, EWy)

e Fy = (OperationStatus, RoomRelativeHumid, VentilatingStatus, Measured-
Humid, VentilatingWindLevel, HeatExchangerStatus, CO2Concentration, Smoke-
DetectionStatus)

e My = (Get_OperationStatus(), Set-OperationStatus(status), Get_RoomRelative-
Humid(), Set-RoomRelativeHumid(humid), Get_VentilatingStatus(), Set_Venti-
latingStatus(status), Get_MeasuredHumid(), Get_VentilatingWindLevel(), Set-
_VentilatingWindLevel(level), Get_HeatExchangerStatus(), Set_HeatExchanger-
Status(status), Get_CO2Concentration(), Set_CO2Concentration(concentration),
Get_SmokeDetectionStatus(status))

— Pre(Get_OperationStatus()) = [true]
— Post(Get_OperationStatus()) = [true]

Pre(Set_OperationStatus(status)) = [true]

— Post(Set_OperationStatus(status)) = [OperationStatus =status]
o EWy (eff):
eff=Smoke_removal 0 00 0O [ OperationStatus = ON]
eff=Temp_in_up U 000 [ OperationStatus = ON A Temp_in<Temp_out]
eff=Temp_in_down U 00O [ OperationStatus = ON A Temp_in > Temp_ out|
00000000 [false]
Jo0ooooobOO0OPromela OOO0OO0OO0O0O00OOOOCOOOOOOOOODODOO
00000000000 OperationStatus 00000000 Set_OperationStatus 0 O O
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Get_OperationStatus 0000000000000 OODOOOOOOCOOOOOOOOO

/* 0000 %/
#define tStatus int
#define OFF O
#define ON 1
#define tAuto
#define Auto 2
#define NonAuto 3
#define tSmoke int
#define Found 4
#Define NotFound 5

/* 00000 */

/+ 000000000000 000000000000000000D0D000oooooooOoooon
Jgodo0oo0doO0ogdco2000ODOoOoDoOoOO =/
tStatus Ventilation_OperationStatus;

int Ventilation_RoomRelativeHumid;

tAuto Ventilation_VentilatingStatus;

int Ventilation_MeasuredHumid;

int Ventilation_VentilatingWindLevel;
tStatus Ventilation_HeatExchangerStatus;
int Ventilation_CO02Concentration;

tSmoke Ventilation_SmokeDetectionStatus;

/¥ 00000000 =/
int Ventilation_error=0;

/+ 0000000000 =/
#define Ventilation_Get_OperationStatus(){\
if::(true) ::else-> \
Ventilation_error=2; false;fi;\
rvalue = Ventilation_OperationStatus;\
if::(true) ::else-> ventilation_error=1;fi}\
if::(rvalue == Ventilation_OperationStatus)\
::else-> Ventilation_error=3;fil}\
}
#define Ventilation_Set_OperationStatus\
(status) {\
if::(true) ::else-> \
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Ventilation_error=2; false;fi;\
Ventilation_OperationStatus = status;\
if::(Ventilation_OperationStatus == status)\

::else-> Ventilation_error=1;fi}\

A.2 ECHONETUOOOOOOOOOOOOOEMSO
O0OOUOOECHONETOOOOOOOOODODOODOOOO ECHONETOOOOOODO
00000 EMSO Energy Management SetviceDO OO OOO0OO0O00O0O00OO0O00OOO
00000000 ooO0o0oo0o0ooO0o0o0o0ooooooooooooosoooo
O0000o0oooooO0o0o0o0oo0o0oooOO0o0o0o0oooooooooooooooo
00000000 s00000000000000000000000oo0o0O0O0lenO
O00o00o0oo0oo0ooooo0o0oooo0ooooooooooooooooo
0000o0oo0o0o00ooO00o0o0oOo0oooo0oUbOOo0ooOoooOooooooOooD
O000o0oo0o0ooooOoOooooooooo
(1) DOUDOUDOUO0UDOOO0ODO0OO0OOOO0O0OD IsODUO0ODO (2)00Ie0O
000000 (3)00000ooUooooooO (1)oo
(2) ODO0OODOOOOOOODOOOOO(l)ODODOO0OO0OOOOODOOOODOOODODOO
ggoboooobuooobbuoobobbooobo
(3) D0OOOOOOOO0OOO0OOO0OO0OO0OO0OO0OOO0OO0ODOOO0OO0ODOOO0OoOO
(1)0ooo
ECHONETODODOD® 0000000000000 0000000000000000
oo0o0o00oo0o0ooO00oo0oo0o0oo0ooo0ooo0oD EMSOODOOO
ooooo0ooo0ooOo0oo0ooooooooo0oo0ooooooooooooo
oooo0o0oo0ooo0o0oo0oo0oo0ooooo0ooooooooooooo
O0000000000000 SPINODOOOODO 1000000 PromelaODOOOOOO
oooo

int priority[6]; /x 00000000000 O0OOOOO
0000000000000 DOoDo0nooOonogsx/
int consumption[6];/* DO OO0 UO0OOOOOOOOO=x/

SERVICE EMS(int Is, int Ie){
VAR
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int It; # 00000000
bool cut[6]; # D0 O0D0O0O0O0O0OOO0OOOO
# 10000
int maxpriority, minpriority;
#max: 00 000000000O0O0OO0OOCOOOOOOO
#min: 00 00000000000000O0O0O0O00
tStatus Status_tmp;

CONTENT
# cut JOOO
cut [0]1=0;cut[1]=0;cut [2]=0;
cut [3]1=0;cut[4]=0;cut[5]=0;

while(true)q{
#0 000000000000 0O
#maxpriority, minpriority OO0
It = 0; maxpriority = O; miniproority = 255;
#0 0000000000
Status_tmp :=
Air_conditioner.Get_OperationStatus();
if (Status_tmp == ON){
It := It + consumption[0];
if (cut[0] = O && priority[0] < minpriority){
minpriority := priority[0];}}
if(cut[0] = 1 && priority[0] > maxpriority){
maxpriority := priorityl[0];}
#0 000000000
Status_tmp := Ventilater.Get_OperationStatus();
if (Status_tmp = ON){
It := It + consumption[1];
if(cut[1] = O && priority[1] < minpriority){
minpriority := priority[1];}}
if(cut[1] = 1 && priority[1] > maxpriority){
maxpriority := priorityl[1];}
#0 000000000
Status_tmp := Freezer.Get_OperationStatus();
if (Status_tmp = ON){
It := It + consumption[2];
if (cut[2] = 0 && priority[2] < minpriority){
minpriority := priority[2];}}
if(cut[2] = 1 && priority[2] > maxpriority){
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maxpriority = priority[2];}
#000000000000
Status_tmp := Microwave.Get_OperationStatus();
if (Status_tmp = ON){
It := It + consumption[3];
if(cut[3] = 0 && priority[3] < minpriority){
minpriority := priorityl[3]; }}
if(cut[3] = 1 && priority[3] > maxpriority){
maxpriority = priorityl[3];}
#000000000DO00D
Status_tmp := Heater.Get_OperationStatus();
if (Status_tmp = ON){
It := It + consumption[4];
if (cut[4] = 0 && priority[4] < minpriority){
minpriority := priorityl[4];}}
if(cut[4] = 1 &% priority[4] > maxpriority){
maxpriority := priorityl[4];}
#0 000000000
Status_tmp := Washer.Get_OperationStatus();
if (Status_tmp = ON){
It := It + consumption[5];
if(cut[56] = 0 && priority[5] < minpriority){
minpriority := priority[5];}}
if(cut[5] = 1 && priority[5] > maxpriority){
maxpriority := priority[5];}

if(It>Is){/*» 00000 =/

if (minpriority = priority[01){
Air_conditioner.Set_OperationStatus(OFF);
cut[0] := 1;}

else if (minpriority = priority[1]){
Ventilater.Set_OperationStatus (0OFF);
cut[1] := 1;}

else if (minpriority = priority[2]){
Freezer.Set_OperationStatus (OFF) ;
cut[2] := 1;}

else if (minpriority = priority[3]){
Microwave.Set_OperationStatus(0FF) ;
cut[3] := 1;}

else if (minpriority = priority[4]){
Heater.Set_OperationStatus (0FF);
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cut[4] := 1;}

else if (minpriority = priority[5]){
Washer.Set_OperationStatus (OFF) ;
cut[5] := 1;}

else {Alarm.Set_OpertionStatus(ON);}}

1 (It<Ie) -> /x DODOOO =/

if (maxpriority = priority[0]){
Air_conditioner.Set_OperationStatus(ON);
cut[0] := 0;}

else if(maxpriority = priority[1]){
Ventilater.Set_OperationStatus(0N);
cut[1] := 0;}

else if (maxpriority = priority[2]){
Freezer.Set_OperationStatus(ON);
cut[2] := 0;}

else if (maxpriority = priority[3]){
Microwave.Set_OperationStatus(ON);
cut[3] := 0;}

else if(maxpriority = priority[4]){
Heater.Set_OperationStatus (ON);
cut[4] := 0;}

else if(maxpriority = priority[5]){
Washer.Set_OperationStatus (ON);
cut[5] := 0;}
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