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A Novel Test System for Network Filtering Systems
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In this paper, we present a novel network test system that runs a verification
of network filtering systems with evaluating their performance on 10 Gigabit
Ethernet. The network filtering system is one of the network security systems
and has been studied such as a firewall, a spam-mail filter, a contents filter, an
URL filter, and an intrusion protection. In order to research and develop such
systems, it is essential to evaluate their performance and capability. Particu-
larly, measurement of the filtering performance is significant to examine their

architecture. However, it was difficult to execute the evaluation appropriately
because the performance and accuracy could not be evaluated at 10 Gbps wire
speed by prior test environments. We propose a novel test method that ver-
ifies the filtering capacity and evaluates the performance of network filtering
systems all at once by means of a hardware-based hash table. We implemented
our method on an FPGA board equipped with a 10 Gigabit Ethernet inter-
face. We also conducted the performance evaluation and the verification of
the filtering capability for a URL filtering system and an intrusion protection
system.
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Fig.1 Previous test method.
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Fig.2 Proposed test method.
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Fig.3 Photograph of the evaluation system.
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Fig.4 Structure of the evaluation system.
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Fig.5 Architecture of the evaluation system.
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Fig.6 Throughput of our network tester.
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Fig.7 Conceptual diagram of the URL filtering system.
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Fig.8 Maximum throughput of the URL filtering system.
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Fig.9 Conceptual diagram of the IPS.
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Fig.10 Maximum throughput of the IPS.
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