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Abstract: As many researchers have already reported, conventional CAPTCHA could be overcome by
state-of-the-art malware since the capabilities of computers are approaching those of humans. Therefore,
CAPTCHA should be based on even more advanced human cognitive processing abilities. In addition, it is
also important to keep in mind that answering CAPTCHA is an added annoyance for users, who feel trou-
blesome to prove that they are human at every Web access. So, CAPTCHA should be enjoyable for users.
To cope with these issues, we have focused on the human ability to understand humor which is considered
as one of the most advanced human cognitive processing abilities, and proposed the concept of a new type of
Turing test that uses four-panel cartoons, which would make CAPTCHA test fun and enjoyable. This paper
carries out experimental study to confirm the usability of the proposed CAPTCHA.
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1 Google THIH SN Tw% CAPTCHA [2]
Fig. 1 CAPTCHA used by Google.
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(35 CAPTCHA) Ofl%# B 1 1R 3. F72, EfRICH
59, HE%ZFH L7z CAPTCHA dFAJHEhTwb

L2 L, 54, BEfEO CAPTCHA (2B BIE§9 1A <
DIFFEEIZ L > TR S T2 [3]. 72& 21X, XFH o
HEFae ) 234 CAPTCHA I[2B W TIE, T CICEkREZ
OCR (HEICFHM) e x iz 2~ N = 75 A5 &
ko TS [A]. LFHNTIMR B /) 4 X K&K
FTAHIEZEo TNy 2 T2 PR T 2R Z M LSS5
TLRTEDN, 2O L) BRIFIIARIC L o TH HatkE
BEE LD, NHOEERERFTRTSETLE). 2
ORI L, AMO [ L) @EEZmARLE] 2FHL T
CAPTCHA % w{bd 5 FEEd ke ST &7z [6]. £
Wb DL LT Asirra (7], 8] 2" 5. Asirra TIE, #HE
DEMWOIEFIRL, TOHFDLEEEOEY DL E BT
B, 220 @] L) BRI L, MoikE e
LABIRT 22D TENTAMTHLELTHET S,
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W) BR QG T EA D D

NS OREE T % 720, ALk, ARERA ORE
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T52aA 7Y THDL [4avgm| #FHLTTF 22—
Y77 AN (BF, 4 2= CAPTCHA) %4 5.
ERFEOHMZ DL >TLTHL—ETEMTLLNILVOH

AR & o THEREDT B W IR LT, Y V7 2 7Ol A
WL U BN S & v BEb b5 [5).
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Please select all the cat photos:

EODs§es
BEAEE

2 Asirra O YL [ OH]

Fig. 2 Example authentication window for Asirra.

Moth  Day Yew
Date of Brth: Y o Makene

Gender:
Country:
State or Province:

Click the bowes above and select, in the same order, the 3 objects matching the ones
below @&

Submit

X 3 3D Mf{$ CAPTCHA ORZGEH [ 5]
Fig. 3 Eexample authentication window for 3DCG image
CAPTCHA.

DO EE G % SIREGERFEE LTREFELCLE 2, Firtk
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3.1 3I>t7h

Asirra % 3D % CAPTCHA 288 5 72 HK & L C,
NS, WEOREMN 2 ER /) MEEXTHh o727
WEEZLNL, FIT, KX T, Eﬁﬁﬁﬁm*
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NEEZOLNTWAE LTH, AETHIEEKE I~k
ﬂﬂﬁ%%ﬂﬁfé,%37®EV%&@iﬁhﬁ«t
HEHWA M=V IZ5D00bFHT LI ENTETH 5.
FORD, 400 AEELWIEFRIZIEREZ 52 EIEE
PIWEFT R CTHLEEZLND.

—JF, ar¥a—%ickoTid, 7, KavORRE
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F72, Bl I LIIABICE S TELY (v 5T
AAY MEEHLTNDS) 728, 4 2<E W CAPTCHA T
Hi, EHOZ—FPFEEOM T2 2T EE LS 2
Enl, DR BLALRDD) Fa—-) Y FFANE
ZFAZENTELEEZLNS.

3 2 ﬂLﬂIEﬁ o)ﬂLHIE$JIIE
?E%ﬁﬁ@uuniqzllﬁ% RN if:_, EFIE%??J‘@ELE
HOB %X 4 1287,

[Stepl] 4 a~EHEDFT— % ~N—2Z (CDB) 5 MWAEHIC
4a<EmE1OBIRT L. S TTF—FR—ZAFOmFEF

Ho4a<gmz C, (Cp|me {1,2,---,|CDB|}) &%
LT A, 22T, B0
BeERdT 5.

[Step2] FER S N7z 4 <&M Cp, DHEIYDNEFR T ¥

WZAHFEREEZ D (Vv vy TINT5).
(Cmili€{1,2,3,4}) &KLY 5.
[Step3] 7 ¥ F 2 ICW_Frz b7z 4 < B %1 — |2
PR 5.

[Step4] :L~47“‘ &, EREN4a<vEREELWER
NETE 1280~k
mmm]1~%#ﬁ&%it4zvﬁﬁwm¢ﬁﬁbuh
1¥ (Cim1, Cm2s Cmss Cma DIEF & 2> TWRUL), 21—
FIIABTHLEHZEL, €9 ThiNE, v TE
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4 4 2 CAPTCHA OREGEMEE] (i @ /256 2SR [12] p.25 D 4 2%
W1 avH, 4avH, 3a~vH, 2a2~<H)

Fig. 4 Example of authentication window for four-panel cartoon CAPTCHA (Source:

From left: 1st image: 1st panel of four-panel cartoon on Bibliography [12] 2nd
image: 4th panel; 3rd image: 3rd panel; 4th image: 2nd panel).

CILTHER B ORY

FCENEBR
BRE! 11!

FUFDTHS---

5 A) OFEBRICHCz 4 a<@mof (L /Eh» 6 52N [13] @ 4 2~ 30
[t | 1 a~<H, 4a~H, 2a~vH, 3a~H)

Fig. 5 Example of four-panel cartoon CAPTCHA used in experiment “4)” (Source:

From left: 1st image: 1st panel of four-panel cartoon 30 “Luggage” of Bibliog-

raphy [13]; 2nd image: 4th panel; 3rd image: 2nd panel; 4th image: 3rd panel).

Y I‘fﬂ\l AL |
| :lﬁ_im rL 1jE|
R N
AR
W Y
' 1\_{‘
| A Ny
B G

6 O) OEEIHI 4 a<@EOF (W EhS 2Nk [12] O p25 D 4 3%
BWo1a~vH, 4a~<H, 3a~<xH, 2a<H)

Fig. 6 Example of four-panel cartoon CAPTCHA used in experiment of “H)” (Source:

From left: 1st image: 1st panel of four-panel cartoon p.25 of Bibliography [12];
2nd image: 4th panel; 3rd image: 3rd panel; 4th image: 2nd panel).

4.2 EERAE
REBROWERE IR AR AMFAE 104 (A~T) Th
b, REBOIZHIZ 4 a~< @l CAPTCHA ® 70 b % A
TreFERELL BEBHICE, HFERT VT LIIANEEZ S
N7243<BWIPH 4 OL) REETIRREINE, F1L
T, RENa~voFnNEFhe, BEOmNE LCEY)
EEZONDIEFICHEREZTHSH ).
FEERTIIHED 0L TR 3HEO 4 3~ W %
Hw 7=,
1) vy M EIZABREN TV 4 a<iBE o) S EEE
A4~ 104 (B & 5)
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) GEAHLE2SHIRET, fEFEICIE LWiIE~FR 2 ATEESE &
FEZ2bND 43~ Em 104 (5= 6)
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WFREFEICIE L WIEEEz 25 fei e Zx bbb 40~
@10 M (BB 7T)

1) WA END 4 BB LT, g A~E
D5 HIZEEIToTO S o7z, 1) [IHHSNb4a%
EE LTI, HEBE A~ D10 /ICEEEZT->TH
Hodz, ) ICHEHENS 4 T @mIIx L TUE, BERE
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1HFLED 2 a<HICHAHERY Bvz)

Fig. 7 Example of four-panel cartoon CAPTCHA used in experiment of “/V)” (Source:

From left: 1st image: 2nd panel 2 of four-panel cartoon p.13 of Bibliography [12];

2nd image: 4th panel; 3rd image: 1st panel; 4th image: 2nd panel; in the ex-

periment for five subjects F~J, the leftmost (2nd) panel was omitted).

K1 ) ICHHEND 4 <R E H 7 E R R
Table 1 Experiment results in which four-panel cartoons in

”

category “A)” are used.

Wb A B C D E | 1y
EA#E[%] | 80.0 | 50.0 | 60.0 | 90.0 | 60.0 | 68.0
iR W [sec] | 30.8 | 32.8 | 47.9 | 27.8 | 79.9 | 43.8

®2 O) [IHHEND 4 2T 7 FE R
Table 2 Experiment results in which four-panel cartoons in

”

category “H)” are used.

R A B C D E
EEFE([%] 100.0 | 90.0 | 100.0 | 100.0 | 100.0
fif 25 R [sec] | 27.0 | 26.6 | 33.0 | 18.8 | 50.0

BB F G H I RS
E4 %] 90.0 | 100.0 | 100.0 | 100.0 | 100.0 | 98.0
fR AR M [sec] | 19.2 | 33.7 | 13.5 | 30.0 | 23.9 | 28.5

Bz 72b0FFRL, ELWIHFICE~EZTH59) (12
LoTHEBRELTLL 72, —J, WBEF~J D5 %I
i, BEDO1I~ (FOax2BEEEYD 3 I~DJHE
B2, EEICHEEZFMEZLEEZLNSD
D) N3O0 ATE TV F LR T-D DR
RL, ELVWIERICIHEREZ TE 59 L) FEREE 7> T
bbhotz, B, 1), 0), N) OFNEFNI0MD 4 T~
B, WEHEZ LT VY LA RIEE TR L, s
i, 4), B), ) OFTRTO 4 AXEWIONTOE
HTVo Bz 5 Tnien,

4.3 EEBRER

ERERTR L, R 2, X3 IIRLZ. £, [IEE%E]
&, HRBIERITICBWCREEICEI L7 (7 ¥ ¥ A% EE
L:ﬂ‘ﬁ&‘*@ﬁi%hfwé 4 3 % E LW I 2
LHIENTE) #E5THAE. T2, 1@]0>m WZELL 72
B O % [REHER] & L ORL7Z. SHICRERT
i1, 4:7§@®Ew’iofﬁ @L@?é ENDIH
LDOPENEMERT 572012, 1) \IHHEINL, 478
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£z 3 N IIHEEINS 4 @B T V- ERR R
Table 3 Experiment results in which four-panel cartoons in

category “/\)” are used.

4 o~ O~ 2
W A B C D E |7
TE24 3 %) 100.0 | 80.0 | 90.0 | 90.0 | 90.0 | 90.0
iR [sec] | 31.5 | 29.1 | 31.9 | 20.5 | 67.3 | 36.0
3~ DW~EEZ
PR F G H I RS
EZ %] 100.0 | 90.0 | 100.0 | 100.0 | 100.0 | 98.0
R M [sec] | 11.7 | 21.5 | 25.8 | 12.6 | 16.6 | 17.7

K4 A) IIHEEND 4 aVEMITLOIEEE
Table 4 Correct response rate for each four-panel cartoon in

category “1)”.

4= W = L OIER SERJIEE | iR R
W | A |B|C|D]|E %) [sec]
1 O | x]O]0O | X 60.0 41.0
2 O|]O0O]O|O]|0O 100.0 39.6
3 X | X | X |O|O 40.0 48.0
4 O 1O | X | X | X 40.0 37.0
5 O| x| x|O]O 60.0 47.0
6 O]O]O]0O]| X 80.0 49.8
7 OJ]O0O]O]O|0O 100.0 36.6
8 O | x]O]O]|O 80.0 66.8
9 X X | X | O X 20.0 34.2
10 O]O0O]O|O|0O 100.0 38.4

WIZOWTHEMDIEERLR 4 IR L.

4.4 E%E

A) ICHEEIND 4 3B EHWEEZ TR, F
WIEEHED68% (£ 1) Tholz. —F, 1) | /\*Eéﬂ%
4 'MW E o 72 2 OSRDIEAERIZITIE 100% T

(%@,i&hk@%ﬁﬁﬁ,ﬂ)~ﬁﬁéné4:
TEWMOTRTICBVWTIELWEEZ##T5 2 A TE
TN, Fi, A) EHW4a<EwREDT) &
7z 4 a <@ WO FHRERERTIX, 1) OFIMER
A5 20 b %  DFERER 2T L TWwa (1, % 2).
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ADBESHTHDH 4 a<EWE, 9 Thuvd a<EBEIE
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L72h o T, ABOIEESE, BLU, MERHROLEL
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%Eﬁéé_t#%# . BRI, KRR AR T
HY, o, MASHPHFELLT V4 IEWTHIUL, X
F=1) DFEHS LR T, AMIZL o THEDPES TH S
E#EZbNSL. Lo TCAPTCHA ICE Lza>y 5oy ?D
BELTIE, BREHKOI-X) Lz4a<EmZHVD
PERHLEEZONDL, LaL, BREHEDIZ-E) L
7o 4 <@ WA HEIICHIE T 5 HEIIAHRORETH 5.

N I END 4 avig W%ﬁot;@%ﬁ?ﬁ%ci — %
D4 IAVEEPLFFEDITEMEIL ZLICE-T, A
e THED LR T WIEEZERTAZ LS TE L LW
HUREMARE NIz (£ 3). T2, BB A~E 4a~<o
B2 AT o 72) ORI & L T, #ERE F~J (3
AXDAEDIGRIEZ BT - 72) OFAEFERNITEEZ 12H .

EBRAZOBERE D, S OMEW Y RAELICL S L, BFR
DHHREETH S 4 2~ BE L, AR AR T2,
Fﬁ@ﬁéé#%#©~<wLFm&®:7®£W#m
W EWHHHBICH B ED Dol EEFEERE,S

BN % <i#hfwé437&@TiW“hW#E<
LAMEMICH Y, W, AL R, o, AN=U%E
BHICHRE LR\ 4 IR 2 &)
AR SN TS, T2, —FBOBERE $ F $EAKink
D GENH /LA EROTRID, R DOITDOWW_E
REAT-OTWVZ, SO END, FEEEE LTV Y
AFOA4ITEME ) FEETHIENTENL, 42
TEBOIWGANKEZDPEHICRDLEDVHPEFTEL. b
WOWTIEABRAICHEL TV FETH 5.

5. FHMEEER2:3CFCVDE
5.1 B

4 2< B CAPTCHA I L2 > 7 ¥ Y ORIZDOWN
T#HE T 5. 4 a~<EE CAPCHA I2BWTIE, 4202
O FHIF A (=24) BY Lrkv, ZO0HZFOFF
T, 4 3 <#&H CAPTCHA 348247 ) LR IZHH VL D
Lo TLE-TWD., RETHE, REFROLEM LY
O AT, 4 2<EHE CAPTCHA O#:47-0) & # <
THERREAT A, &b, AROFERHFERESTZ, 22
T, 1) IZ5HEND 4 a<iBE REEREDIZ-> S
L7z24 a~gm) OAZERICHVLZLET L. 48T
3N) I8 ENDL 4 a~igl% 3 A~ LT 4
HEOEREICOWTORENSD, BRFETIEIATFICL -
THIBR T RE 1L I~YEREL R UTNE RO 2wz, HE
R OEE L, AEOFEETIIN) I2H0EINE 4a<7E

© 2013 Information Processing Society of Japan

BT L 2w,

5.2 WRAZE

4 2<igMW CAPTCHA (LLF, HEARFREMER) DY
0BT HEEWO0HIF, Ens0FMEICD
WK 4. U e e LT, Eigo
BRAZFIH L 728 ARRRE (BI{EEERE) [14] O3 8 TR &
NTWDLTTEEZZEIZ, LTO 3202 RET5.

SV B W o VA N 1 U A pS R e
WRAK 2. ¥3I— (0) OI~&iREsHE
RGN 3. MO 4 a<BEZREGDE LT

5.2.1 @WRAAX1
PRTH43<EMCL 2T Y AICEHL GRS HER
FREBED Y — % (t) VBT & TRU7-DEzm
L&D FETHDL. §RTOF =V IZBVWTEFREFRD
4a<EMEIEL R L ENRTENL, -
A EHESNS, ZOLRIZED, CAPTCHA O#EY4
720EE, 24 (=4) @Y 25 24 WY ITEINT A, t &
KELTHIEEBLS- ) I mML, ~Vvy 27 (A8
0275 L) 5 CAPTCHA %2 /823 5 2 LR 7 578,
ZO—JT, IERL—HFIC X ZERERNIL ¢ 512 AKT 5.
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Fig. 9 Authentication window for improved method 3 (in the case of n = 2).
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Fig. 8 Authentication window for improved method 2 (in the

case of the number of dummies d is two).
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x5 KHAOFERRR LAY DX
Table 5 The experiment results of each method and the num-

ber of combinations.

5% R
. fif 25 5 [ (sec) @y
h T .
LI - CEIUD)
o | | e
. 8,031,810,176
3L CAPTCHA | 92.86 | 1263 | 6.72 ;
(=26")
FATFA 82.14 | 26.59 | 14.29 24 (=41)
B 576
t=2 | 67.47 | 53.18
1 (=41 X 41)
d=1| 96.43 | 2824 | 1135 120 (=5P,)
WEGFR | d=2 | 9643 | 35.89 | 18.00 360 (=¢P4)
2 d=3 | 67.86 | 42.84 | 19.94 840 (=:P,)
d=4 | 78.57 | 41.70 | 18.73 | 1,680 (=sP4)
R 20,160
n=2 | 82.14 | 51.10 | 21.17
3 (=8!/21)

(Ci, Cip1) 7°7 ¥ ¥ AICREGD S NIF 8 DT <H
WBRE ISR SN A, B 121 2 119" CAPTCHA |2
RELTHH ). T XTOWEREIHL, 4 2~ @MW Cyy
& Cp 2flioC1MHOERZ, 4 3<EE C3 & Ciy &
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LI ENTED.

Fs5 &, WAFRICYURZMZZZET, B4
AR T LK L T b —TJ, MREICET DI 1
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Table 6 The result of questionnaire.

I ot | st
CAPTCHA

LD 1.8 4.0 4.0
T HL 7 3.6 3.4 2.7
TR 2 3.0 3.5 2.7
Bl 1.9 3.9 45

t D —ME 2.0 4.0 3.7
s RPN 3.6 3.6 2.7

Tor—hME, DTo6 20EMEE»S %Y, #£IEH
WA LT BERECRIIi L T & o 7.

@EL WV (LW 5LV

CAPTCHA (ZIRZ T BAEEDHE L o T2 2.
O (1L - 5 fifHL) .

CAPTCHA ORMEX BT A2 L, BLU, ToE
WfRET B EDEHTH - 72080
@i E A (1 HHE - 5HEITHW)

CAPTCHA DfEED, MO OHHIZL > T (F2& 2z
EHER DS D 5 5), T TH o 2B,

@FEL\v (1L 5ELW)
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MED.
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L@hbE, [ZNh 5 4 3<EN CAPTCHA OF %L
CTRW] ) HEBEPRSZ Fo/z. LoT, 43
&M CAPTCHA O BEERERIMOEMTH L LE X
b5 b,

PLEX Y, 4 a<iEW CAPTCHA X, MERROE &
REDL LS, KKE L THRRIREHEIH L 0D,
FNHLEEELTH, 2—F200E < CERLALRDS),
fJED RN 72w B 25 CAPTCHA THhH LW 5.,

%, HROFE—IZE L TiE, 4 2~ iEHE CAPTCHA X
[N T DEC D H L -OMATELVWERY | &
WoltBRODH o, THICELTIE, 55BN S b
BB 25 ) A TV o,

7. ZDDER

7.1 EERIERO—MME

L= E TS BRI, BB, AR, YRR, Uk SO
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L4 a~<igl) 2AHEISNGAIE, 2—YICiE
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© 2013 Information Processing Society of Japan

CAPTCHAR
4T REFER

EfEiEN

B

BEER
10 4 2<%l CAPTCHA OFEEHO—H]
Fig. 10 Example of operation using four-panel cartoon
CAPTCHAs.
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