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Abstract: Recently, secret sharing scheme attracting attention to apply cloud computing system. However,
when Shamir’s secret sharing is applied to cloud system, each server which compose the cloud system should
store many data because, it cannot make size of share smaller than size of secret. Moreover, the case when
Ramp scheme is applied to cloud system for reducing size of share, it gradual possible to obtain the secret
from less than “k” pieces. Then, in this paper we assume specific cloud system and propose new secret
sharing scheme which achieve computational secure while reducing amount of share when distribute many
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small size secrets. Also, we compare the size of share with each conventional methods.
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AR L, FHGELEL
Gij = Enc(dID[sij], Eid(%j))

R L TL—HFITEETS.

(3) F—FH—NOHT, (ID[y],dID]s;;]) %%\ FH-7:
F—NE IS O ID HISIE S 2 3 EdER W &
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(4) F= N Y ER SN SHIERS L OCERMERE
ZAT o 7o =W, TNSEFIHL T (k,n) BEH
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XEFTELTT) DD LTS,

Lymxrin—k+1)

(+ Y xnxr

22T, BAMAEEHCCREREEOLEY4T). A
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F 1 RFEHNE Kr93 0 FRORLERROIE QLB L 7z
%)
Table 1 Comparison of share size of proposed method and

Kr93 (In case which using common key for all secrets).

n=60tE |n=10DLE |n=20DLE n=50DtZ
k| #HEk (k| #HER k| #F=IL | k| HEL
2 166% 2 180% 2 190% 2 196%
3 200% 4 279% 5 399% 5 459%
4 200% 6 299% 10 547% 10 816%
5 166% 8 239% 15 447% 20 | 1228%

x 2 RERTAL Keo3 O OREEREOLE (L ICHEZE ) Y
TrGE)
Table 2 Comparison of share size of proposed method and

Kr93 (In case which using different key for each se-

cret).
n=60tE | n=10DLE | n=200tE |n=50D&Z
k| HEl |k| #AEH k| #&Elt | k| &Rl
2 83% 2 90% 2 95% 2 98%
3 80% 4 93% 5 114% 5 134%
4 67% 6 85% 10 91% 10 137%
5 48% 8 48% 15 53% 20 113%

NORFERIAT LTI 2B ) S TRIGE0RER
HOBAIT) LHRONX (8) LWL TDLI Tk,

Liymxrin—k+1)

(F+F)xnxmxr

22T, ZOHBELRAMKICHRE LR CETIZBWTER
ENDn B IV kT 5 BARH R EEO B 1T - 724
REE 2 IIRT.

CORER LY, Kr93 Ol IIEHOMBEFRICH L T3t
WICEAE) B TALAIERESNL D b BROESHI
WRE DD, SREELTWS L) ICFHTL#ED 7 —
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M AR RO 720, FEHRHIED AT RE TR
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BAPVICED AL, Y= NDOBH n dVNEWVIFE
REHRXOTI A Kr93 DF & 1) b FmHIHEI R AR &
LWV ZENGMAE, 22T, BENR T R AT A
REZIRA, TNOLOF — OB ERIT O, Hi
BEH, AT F Uy AEBREEEZDLE, n>10 0D
BHENTEIRVWEEZONS 10, Shi D, REHFRX
E TSR AEER RO V) T ENT XS,

RICTHIRIZOWTEZ L., THERIZOWT L Hjb
? Kr93 & kY — F & 3T CTOMBHRIT L TIHIEIC
E D YT E L ZNFNOMBEHBRIT LT ICE )
MBSOV TIE R /TS .
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WO — FEE B TRIGEICTY AT ALK CTLERLE

(12)
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x 3 RESNETFHIAORBAEROLE GhBof 2 M54
Table 3 Comparison of share size of proposed method and
chida’s method (In case which using common key for

all secrets).

n=60DtE |n=10DLE |n=200LE n=50DLZ
k| #HaEl | k| #HER k| #EIL | k| AEl
2 166% 2 180% 2 190% 2 196%
3 199% 4 277% 5 392% 5 451%
4 198% 6 294% 10 505% 10 752%
5 163% 8 227% 15 372% 20 899%

® 4 REGFAETFHIRAOLEAEOLE (M IC#EF) 4T/

BE)
Table 4 Comparison of the share size of proposed method and
chida’s method (In case which using different key for

each secret).

=6NDLE =10DLE [ n=200tE | n=50Dk&

n n

k| el | k| #Ami | k| AEE | k| AEl
2 56% |2 60% 2 63% 2 65%
31 29% |4 22% 5 19% 5 22%
41 15% |6 14% 10 6% 10 9%
5 8% 8 4% 15 2% 20 3%

FREUTIORT

Is|/kxnxrxm+|s| x(k—1)xnxr (13

~

INE ) ZoGEICTFHFRICBWTLELRLEAR &
REFR BV TLELREAEO K E1T) LHEHO
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Lyrxmx(n—k+1)
nxrxmx(y+k—1)+2

ZITC, B EFUEHETENENDO n BEX D kST
5 EMNGEREORBET o 1o/ RER 8 IIRT.

Kz, FHAERICBWTCOEILOMIEE RO, Z
NZENOMBIERI RTINS — FE2E )BTRS EER
5. ZOWE, VAT ASKRTLERLEAREIIDTO X
I B,

(14)

[s|/kxnxrxm+]s|x(k—1)xnxrxm (15)

INE Y ZOHEITRE UK 5 K MEE RN
2= F&2E) B CgGEoTHHROREARO LR
1o, UTOLI12% 5.

Lyrxmx(n—k+1)
nxrxmx(f+k—1)+2
22T, ZoBEOTHFTRITE L THHEEE L E U4

TENZEND n BL kT 5 BAM L EEDO K
TolofER%EFR 4 1TRT.

chd by, BEHFRITHEFERITE L TOHEIAD Kr93

DFANF LT L kR, HEILOMVIEZ ROSEITITRE

(16)
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ARE LD k- 1 EHOGEIERD S EER 5141, &
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5k—1MHORBERET LI ENTELIZD, RE—E
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R 2T o 72 BIEAHO o 10 L TEEOH#Y —
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RKDOBZENTEL., ZHIZEY, BRREHEY— 1 DH-D
BERT Vo SWHILZ &L, AMERTH LT — 7k
AT dID[si1;] %8S — N 2, OEENEHRE IV CRISET
5 2 ETIHRONLEELL g1y, ZRODLZEDWREL %
5. 2F ), KEEHAIIBVTHMERBO SR L D
S AEPET B Z EASTE LA, AR 58212
BOWTHERT NS Z &%, FLERTLOMEE 21
LI EWTEDLIZD B OBENHINT 5.

(QED)

PRz & 0 EFRICBCTHA T 2 B 5208 2 6 L
ENLEMEIOTFHESHETHILE, RESFXIBITS
SRR ETNT A L IZHRETH L. OF 0, BE
FRIZBCTHHET 5B 538D 7R RS2 7 o8
A, REFRD FFICEHERN LS E .

5.3 REANICLIEER Y X7 LDEH

K LTI —FOMEEHR s; (2T 2 0 IE#RD 58
T T NCREORBARZ OV —NTH L & L7275,
FREFTRICIHEAEREHIR L, BEER key; O A EFED
HET — N ETXTOUBEER m @IS 50 8E e
DT = F = NPHFEL TV D,

T, Y= NIZOWTIIHL R AU 5REE TR T 5
TENTEL. BAMICIE, IS8 — N Fa—F
MHEE SNz —HEIAT IDly] © BH OO key,
rHW T 5L L, Fid(y,j) = Enc(IDy], key;) % 4B
L, 2—HIZ%)BET. TNEZTR -2 —FrHHD
FrOMBEHIZE YIRS N7z dID[s(i)] & H v THMBLELEL
¢ij = Enc(dID]s(i)], Bid(y, j)) DA % W55 1E % T
179 728, #EF = NDEEOGEHIL key; OATH Y, A
DIA—=HFRNLOOWEHHERE TSI LT IOT— &
WIS A EDh v, 2RI, 50T —NFFEY
BIZIEEE SN2 IDfy] 25 b2 DA TEL, 2D X
) BB T — 5 OMMEBER O —NICkN, 355
(LA 2D T HACAE T RE T 5.

INHIRTEZIDL ) LEBETHET LI LT, X
T =% = NTHRT 2Rz TR T 57 7
T RYAT AL S XY KBUE R 7 T N AT 4
EHERT AN TE D,

T2, MEFTRATE I —F PRS- "L ELNT
& 72 Eid(y,j) &= v THBELEL ¢;; = Enc(dID[s(i)],
Fid(y,j)) T B OROWGREREZHWTER L. 2
DEHIHTHI T TCI—FRES-—NIZHEOZ—F
BT IDly) 2R ETAHDOATI VO BERDOHIKZ
THZENTESL., LL, 20X ZRETIE—H
I FEELZFHEOLEND D, B5LREEIT) 2 &
BRMAREV., THICH LT, 2= —NICHE

© 2013 Information Processing Society of Japan

F— ¥ #HT dID[s(i)] #%EL, B —/NEZTIW-7:
dID[s(i)] & BE DFOH key; &V THREZLL T, #HE
ELE qi; = Enc(dID[s(i)], key;) ZEMT 5 Z & THHRSE
FREWES 22D TED, ZOBE, @ —/NTEK
L7z m BOFEEL q1j, - s gy L —FIEET HLE
W %728, WEEDVEEMT 5 L) REDPSH LD, 21—
WILRG S LLEE 2 FE oM BH % <, AMPTR S, 2o
VAT LA MBS A EDTE D, T2, waethi
DWTH 7 — % IDAID[s(i)] & WEEH s; DEIIER (4)
DERDILT 728, T OERE BRI Z M- 72 &
LCHREFNLASEORENEROE VR 2.

F72, BEAFXTITFIHEEMICZE L HEPEEE v
Wh7z, HEHGEIEREMY 2 TH, MoOREEHRICH
TASMIBHRICO VTS HERBM TIRFIE T2 2 LT
Ehv. OO, FILOMVMEELERNT LI LN TES.
FREHAORHIZ, LR RHI & FHEENZ 2t EB
THMOHR, $4bb K93 L THARERELY, E
AEOMNE LIEITOM I EER T L HEVZ 5.

6. F&&b

KX TR T oMz Fara—7 4
YTIHE L I R DR E T o 72,

o EUEHE O Y — N ORIEREHIRA R T .

o M L LARIHENL &ML,

o [HILOMYE] %HED.

FREHREFHTHET, BRKE—1BDOF =10
BORXBREBIEROAITLIENTEL., ZNICE
D, ERFRICHRY AT ALK THET— ¥ REICET
HAANEHIWT A ENTE, F/2, FtBEENTENE
O LB ZFHT 25 2 L TENZFROMBEHRICD
WTHREENZEMEROZ LA TE 5.

HEE R MERICH 72D, I TS TR
SA, BEES A, ERes A, ABE S A, HEWHG
SO LIEH - LET. T, Faahse, 74
T AT & 728 o BB SR ISR E O BRI
SEH L E T,

SENH

[1]  Mell, P. and Grance, T.: NISTI12£% 2757 FarEa—
F 4 ¥ 7 O5E#, NIST (2011).

[2]  Armbrust, M., Fox, A., Griffith, R., Joseph, A.D., Katz,
R., Konwinski, A., Lee, G., Patterson, D., Rabkin, A.,
Stoica, I. and Zaharia, M.: A view of cloud computing,
Comm. ACM (2010).

[3]  Shamir, A.: How to share a secret, Comm. ACM, Vol.22,
No.11, pp.612-613 (1979).

[4 ARG (k, L, n) LEWERESES AT 4, B
{Z5 45 3CEE, Vol.J68-A, No.9, pp.945-952 (1985).

[5] Blakley, G.R.: Security of ramp schemes, Crypto’8,
pD.242-268 (1984).

[6] Krawczyk, H.: Secret Sharing Made Short, Crypto’93,

2154



BRIEF=EmEE Vol.54 No.9 2146-2155 (Sep. 2013)

[7]

8]

[9]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

pp.136-146 (1994).

THVER], ILHEK, EHER, i 26, B S, &%
WE VT N— T A FIEICEA TR AR E RN Y 2 —
MR ER, SCIS2012 (2012).

THER], IAEOR, il S, TEEES ARSI
GHB LT U TR O VT 8= T 1 GHEILR,
AL A P & (2012).

Rabin, M.O.: Efficient dispersal of information for se-
curity, load balancing, and fault tolerance, Journal of
the Association for Computing Machinery, pp.335-348
(1989).

INPRAEER, AR L VTS — T o G T RE 2 R
HRIHE BT A EHI, CSS2012, pp.60-67 (2012).
EiE OH CANEW I sIv Fara—74 r/ISEL
PZRTH R V2 FF OB 3 ELE, CSS2012, pp.52-59
(2012).

ARSI HE L € DN) =2 a v, FPRT
WFZeATalizedk, Vol.1361, pp.19-31 (2004).

Jackson, W. and Martin, K.: A Combinatorial Interpre-
tation of Ramp Schemes, Australasian Journal of Com-
binatorics, Vol.14, pp.51-60 (1996).

RIELNE | ZEOME O E S 5 71 B 1 MEE
R B A, SCIS2012 (2012).

Kurosawa, K., Okada, K., Sakano, K., Ogata, W. and
Tsujii, S.: Nonperfect Secret Sharing Schemes and Ma-
troids, pp.126-141, Springer-Verlag (1998).

iy L REEFT—F M-t :275HA ML —
VY AT L, SCIS2012 (2012).

WA i, AREERES, IARERE, B4 2, sfrE !
W7 Pfrix 7 77 N CIEHZ RET X 5%, SCIS2012
(2012).

WNZSE T MyCloud : XY D7 57 FeHw T
W BHESTHA N L=, TUTTIV TV VR
2, pp.161-164 (2010).

Bai, L.: A Strong Ramp Secret Sharing Scheme Using
Matrix Projection, Wo WMoM’06 (2006).

Ben-Or, M., Goldwasser, S. and Wigderson, A.:
Completeness Theorems for Non-Cryptographic Fault-
Tolerant Distributed Computation, ACM (1988).

Harn, L.: Efficient sharing (brodcasting) of multiple se-
crets, IEE TECHNICAL NOTE, pp.237-240 (1995).
Halpern, J. and Teague, V.: Rational Secret Sharing and
Multiparty Computation: Extended Abstract, STOC’04
(2004).

Blundo, C., Cresti, A., De Santis, A. and Vaccaro,
U.: Fully Dynamic Secret Sharing Scheme, Crypto’93,
pp.110-125 (1994).

i 24 4 FERR KT A TR
S P 24 IR KZE KRS IR
.

© 2013 Information Processing Society of Japan

AN % S

P 24 AR RS T2 A L
RS, PR 24 SRR AEBEE
LR,

af Bl (7xzo-)

HEAAN 55 4F LN K& T80 E R T8
K. WD 5T AR R BEAs LR
AT, FLEXY 2 st At
TR 6 AEBRGURE AL, BifE, H
FORRLR S T RER L%, &
R ERRR, RFILER, et
4, BTE»LOWFEICHES. IEEE, BT HHRERES
, BN T 1 v 7B L OF ORGSR (THC) ff7es
BE.

R

2155



