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We propose an effective method for Dead Peer Detection (DPD) activation
in the IPsec protocol. Although DPD provides recovery from IPsec Security
Association (IPsec SA) inconsistency, there are several issues to be addressed,
especially for sensor-networks, such as exchanging unnecessary probe packets
and superfluous power consumption. In this paper, we discuss methods that
enable to determine a timing of performing DPD and propose an IPsec traffic-
monitoring based DPD invocation mechanism, which is called “Proactive DPD
Trigger.” We implemented the mechanism on Linux 2.6, and we show that

the mechanism does not need unnecessary probe packets. The performance
evaluation of our implementation shows low processing overhead.
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Fig.1 State diagram in PoC implementation: the number in the diagram corresponds to the one in

the state transition table.
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Table 1 State transition table in PoC implementation: the number in the leftmost column
corresponds to the one in the state diagram.

# State Event Action New state
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Fig.2 Packet flow of TCP session initiation with the DPD Trigger mechanism: the packet 03 arouses

DPD Trigger, and we can see the key exchange process (06, 07). We can also confirm that
SAs are updated because SPIs in packets (08, 09) are different form the previous one.
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01 0.000000 I.910 > R.910: UDP, length: 652 DPD OO
02 0.000973 I > R: ESP(spi=0x0725b646,seq=0x2)
03 0.001557 R.910 > I.910: UDP, length: 132 DPD OO
04 10.024912 I > R: ESP(spi=0x0725b646,seq=0x3)
05 20.039891 I > R: ESP(spi=0x0725b646,seq=0x4)
06 30.049878 I > R: ESP(spi=0x0725b646,seq=0x5)
07 40.070831 I > R: ESP(spi=0x0725b646,seq=0x6)
08 50.091112 I > R: ESP(spi=0x0725b646,seq=0x7)
09 60.108597 I > R: ESP(spi=0x0725b646,seq=0x8)
10 70.153662 I > R: ESP(spi=0x0725b646,seq=0x9)
11 70.154440 I.910 > R.910: UDP, length: 652 DPD OO
12 70.156287 R.910 > I.910: UDP, length: 132 DPD OO
13 80.146029 I > R: ESP(spi=0x0725b646,seq=0xa)
14 90.169481 I > R: ESP(spi=0x0725b646,seq=0xb)
15 100.211053 I > R: ESP(spi=0x0725b646,seq=0xc)
16 110.231456 I > R: ESP(spi=0x0725b646,seq=0xd)
17 120.250545 I > R: ESP(spi=0x0725b646,seq=0xe)
18 130.269537 I > R: ESP(spi=0x0725b646,seq=0xf)
19 140.304590 I > R: ESP(spi=0x0725b646,seq=0x10)
20 140.305376 I.910 > R.910: UDP, length: 652 DPD OO
21 140.306157 R.910 > I.910: UDP, length: 132 DPD OO
22 150.313039 I > R: ESP(spi=0x0725b646,seq=0x11)

03 1000000000 Proactive DPD Trigger 000000000 TRIGGERED state 0 HDT
O=600000000000O0DPDOOOOOOOOOOOOODODOOO
Fig.3 Packet flow of unidirectional communication and DPD Trigger: the PoC implementation keeps
TRIGGERED state for HDT (=60) seconds, thus the interval of DPD requests is kept in more
than HDT seconds.
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goboooooooooobooboobooobooo1obooobooobooooooooon
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02 000000o0oOoooobooooo
Table 2 Summary of the testbed of the performance evaluation.

Device Under Test (DUT) Tester
Processor Pentium II (Klamath) 300 MHz  Dual-Core AMD Opteron 2214HE 2.2 GHz
Memory 64 MByte 8 GByte
Gigabit NIC  Intel 82545 (PCI) Broadcom BCM5708 (PCI-X)
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Table 3 TCP bulk transfer performance (in Mbits/s, numbers in parentheses are standard devia-
tion): IPsec mode is ESP only, and aes-128 and null are using AES-128 encryption and no
encryption, respectively. The loss column shows performance loss rate (in percent).

preemptive aes-128 loss null loss ipsec OO
vanilla

sinker 40.6 (0.092) 75.7 (0.89) 200.1 (4.7)

generator | 36.0 (0.046) 59.9 (0.050) 212.0 (0.43)
PoC OO

sinker 40.5 (0.076) 0.25 75.4 (0.59) 0.40

generator | 35.9 (0.051) 0.28 59.8 (0.060) 0.17
non-preemptive aes-128 loss null loss ipsec OO
vanilla

sinker 38.0 (0.041) 75.3 (0.83) 207.3 (2.5)

generator | 36.2 (0.077) 60.2 (0.094) 218.8 (0.51)
PoC OO

sinker 38.0 (0.054) 0.00 | 74.3 (0.86) 1.3

generator | 36.1 (0.15) 0.28 | 59.9 (0.24) 0.50
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Table 4 Measurement of kernel overhead of Proactive DPD Trigger process by OProfile: the
percentage of Proactive DPD Trigger processing time in total kernel processing time.

aes-128  null
sinker 0.43 0.72
generator  0.57 0.78
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Table 5 The percentage of processing overhead of Proactive DPD Trigger when the number of
installed SAs is changed.

10 100 100 O 1,000 O
sinker 0.72  0.68 0.72 0.74
generator 0.78 0.73 0.78 0.78

06 SACD 1,0000000000000000 TCPOUOOOOOOODODODODDOO Mbits/s. DOO0ODOOO
0000000 ESPOOOOODODODOOOOOOOOOless 000000000 %000000
Table 6 TCP bulk transfer performance (in Mbits/s, numbers in parentheses are standard deviation)
with preconfigured 1,000 SA pairs: IPsec mode is ESP only with no encryption. The loss
column shows performance loss rate (in percent).

non-preemptive null loss

vanilla
sinker 75.2 (0.63)
generator  60.6 (0.20)

PoC OO
sinker 75.2 (0.60)  0.00
generator  60.1 (0.12)  0.83
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