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Model Driven Security Requirements Analysis Method
based on Common Criteria

ATSUSHI NORO™'  SAEKO MATSUURAT

In the system development, there are problems that occur development reworks to the system design phase or the requirements
analysis phase by detected problems of security in implementation phase or system test phase. Security analysis method in upper
process of system development for these problems is expected. However, there is no effective method because there are problems
such as security knowledge of analyst and complication of analysis.

In this research, we propose security requirements analysis method that used elements of Common Criteria (CC) which is a
standard of information security for security knowledge, used requirements analysis models based on Unified Modeling
Language (UML) which used in system development, dividing and merging function requirements and security requirement.
Moreover, we show the process of our method with a case study that is additional function for the learning management system

in our college and discuss application of our method.
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