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C2B2C Rights Trading Protocol and System Design
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Considering electronic rights trading, especially C2C trading in which rights
and values are exchanged among users, high usability and strong security are
required to the rights trading system. From viewpoint of economics, the in-
crease of trading opportunity is also one of the important factors for market
development. C2C trading is not so efficient for users because it needs a lot
of transactions for search and negotiation. C2B2C model like auctions held by
business player helps to reduce such costs and efforts, but market may become
limitative and exclusive so the trading opportunity will decrease. We focused
on C2B2C model, broker-mediated market, different with auction models and
designed secure C2B2C rights trading protocol and system. It enables users the

safe and secure deposit of trading information to brokers. From results of se-
curity and usability analysis, we consider our system is effective to increase the
trading opportunity. It achieves strong confidentiality and integrity of trading,
and also provides efficiency from minimality and asynchronicity of transactions.
In this paper, we first describe C2B2C rights trading protocol and rights trading
system design, and then discuss its security and usability.
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Fig.1 Overview of C2B2C rights trading protocol.
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Fig.2 Constitution example of ticket trading information.
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Fig.3 Overview of rights trading system.
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