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An SOA application with WS-Security requires a complex security configu-
ration. The security requirements are typically configured at the end of the
development process, since it is not clear how and when they should be con-
sidered during the current development process of an SOA application. This
increases the complexity and difficulty of the security configuration, and some
developers of the downstream processes are forced to manage these configura-
tions. In this paper, we clarify the security development process for an SOA
application, and define roles for developers in each step of the process. We
introduce security intents which specify the security requirements abstractly
and propose Model-Driven Security to generate a security configuration auto-
matically. Our contribution is providing the mechanisms to specify security
requirements in upstream processes and generate detailed security configura-
tions in downstream process by model transformations.
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Fig.2 Travel reservation application.
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Fig.3 WebSphere WS-Security runtime architecture.
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Fig.4 Development process based Model-Driven Security.
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Fig.6 Template-based model transformation.
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Fig.7 Model transformation into configurations.
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Fig.8 Service and topology model for travel reservation application.
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Fig.9 Security infrastructure model for travel agency.
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