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[INVITED TALK]
An Overview of “Reflector Attacks” Abusing Open DNS Resolvers

and its Measures
~You Will Be Assailant While You Don’t Know~

Yasuhiro Orange Morishita'

Recently, we have seen many distributed denial of service (DDoS) attacks reports abusing “Open DNS Resolvers” neglected on
the Internet. In March 2013, the biggest DDoS attack had been occurred. It is recorded over 300Gbps traffic and some major
European Internet Exchanges (IXes) encountered traffic delays/errors temporarily. And in May 2013, the similar attack had
been occurred; it is targeted to a Financial Exchange Platform in the USA. That is, it's very serious situation that the similar
attacks deserve to occur in the world, including in Japan. In this presentation, I will describe an overview of the "Reflector
Attacks" abusing Open DNS Resolvers, and its measures must be needed.
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Recently, we have seen many distributed denial of service (DDoS) attacks reports
abusing “Open DNS Resolvers” neglected on the Internet. In March 2013, the biggest
DDoS attack had been occurred. It is recorded over 300Gbps traffic and some major
European Internet Exchanges (IXes) encountered traffic delays/errors temporarily. And
in May 2013, the similar attack had been occurred; it is targeted to a Financial Exchange
Platform in the USA. That is, it's very serious situation that the similar attacks deserve
to occur in the world, including in Japan. In this presentation, I will describe an overview
of the "Reflector Attacks" abusing Open DNS Resolvers, and its measures must be

needed.
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Recently, many incidents of Distributed Denial of Service (DDoS) attacks have been
reported. In a substantial case of them,“Open DNS Resolvers” have been abused as
reflectors, and they have been derelict in the Internet. In March 2013, the biggest DDoS
attack had been occurred. It is recorded over 300G bps traffic and some major European
Internet Exchanges (IXes) encountered traffic delays/errors temporarily. And in May
2013, the similar attack had been occurred; it is targeted to a

“Financial Exchange Platform” in the USA. That is, it's very serious situation that the
similar attacks deserve to occur in the world, including in Japan. This presentation
describes an overview of the "Reflector Attacks" abusing Open DNS Resolvers, and its

measures must be needed.



