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Applications in a smartphone include data collecting libraries and send user data without notifications. A privacy policy for the
smartphone application, which explains “what data are sent,” “why the data are sent,” and “who uses the data,” is recommended
to be written. In our investigation, 63% of applications send user data. However, about 90% of applications do not notify users of
“what data are sent” or notify users incorrectly.

In this research, we propose the third party review framework for privacy policy of smartphone application to a market place. A
market’s reviewer compares the application behavior with the declaration from application developer. The application privacy
policy is generated by the market place and is presented to the user. The revenue share is rewarded to the application developer
according to the activation records. As the suspicious data sending application is not welcomed by the users, the revenue share
become decreasing. We apply the proposed scheme to the market place and investigate the application behavior. As a result, only
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16% of applications send user data, which is only used for the application function.
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