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A Detection Method against Activities of Targeted Attack
on The Internal Network

Masahiro Yamada®™ Masanobu Morinaga®™ Yuki Unno’
Satoru Torii” Masahiko Takenaka "

The recent increase of incidents caused by targeted attacks has realization of countermeasures against them imperative. Since
attackers use self-developed tools or customized tools for targeted attacks, traditional signature-based detection doesn’t work
against them. In addition, activities of targeted attack on the internal network are not clear. In this paper, first, we analyze the
tools used in the actual incidents, and reveal the attacking methods and their features of activities on the internal network. As a
result, attackers use SMB-based remote administration tools in combination with RAT. Second, we propose a detection method
based on the features. Our experiments indicate that, the proposed method can detect activities of targeted attack on the internal
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network, despite self-developed or customized tools.
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Figure 1 Method of internal attack
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