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A Permission Switching Method based on the Execution Context
in Android
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Abstract: There are modules, add-ons, and external libraries that extend and support the functionality
of software. These sometimes cause incidents. In this paper, we focus on Android applications that are
becoming popular. In Android, a permission mechanism limits behavior of applications against incidents.
However, it has a possibility to give libraries too many permissions because it can set permissions only the
entire application. We propose a novel framework that application developers can switch permissions based
on execution context. In this framework, the developers can set least permissions to each context.
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