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Abstract: In this paper, we describe evaluation results of Anti-Malware User Support System considering
hours of day. Anti-Malware User Support System is a system that detects and removes malwares that infect
User PCs through the corporation with dynamic malware analysis systems. To measure the performance of
the prototype system, we have conducted field experiments, and the results show that the frequency that
the system receives samples from User PCs significantly changes over hours of day. Then, through computer
simulation experiments in accordance with the experiments results, we demonstrate that the difference of
processing time for a sample reaches to more than 10 times depending on the time when a sample arrives.
This experiment result will be useful for estimating the system performance when it is deployed in actual
organization networks consisting of from hundreds to thousands PCs.
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Fig. 1 Overview of Anti-Malware User Support System.

V) EFERT L. BFTE, VYT ORELER 7
O, SVT 2 TICHRONHHEDLL T ETL 774
REEE T 7 AV EHIMT B, ol 2AE, VT = TIkE
HIFRRT % B 72808y I 2T 7 A VO B % JEAG - B
LT A, WAV -V, RNy HICEERAHROE Y Y 3
CERFOTFANERGYET 7 ANV EHMT A, By —
MIZEY), PCHDSERET 7 A V2RI RT %
CENTRRICR S,
RTAPVANT7 405 (GEIAERRIESCH (18] I2RCH)
X, 525N OIET VY =7 CTH D0 Er%
HET 5. HEICE, BBROEI VT 270Ny ¥ 2fED
SNz A5 FT A4 M)A +DB[4] #fwb. w74
FUARTANZIZEY, BEET7 7 A VOESE,S, BE
HIDIF XN 27 THDHDHDZERIZIY B S EAHE
27 5.

<NV TV AT A1), (2], 3], [6] (KRYAF AT
R L7zy A7 2 OFEMAARII SO (2] (CFEH) &, K-
Ny D 2AF LR & BT BRI N CHEATT 5. fRAT
BB IR DS FAT SN B EHRAER RO A v DT — 7 iEE)
AHHTAZODR Yy VT =2 T3 2L =55 Eh LR
END. BEREICIIBAEDT O LY AT AT — L%
HEEAENT Y P RRETT AR SN TE Y, Miko
BERRLERT 5. T LT, FETHGAD OB EREORER
§Ex RICHIADS TV = T CTHLPEDEFHET L. CHE
TRBEDEE LY 2T ICEHELRLDTH LD, &
HWIEIET Ny =7 (EBRT7 7V 75— 3 y) OFEEL)e
SREMNTO WD EF 2y 235, HESTHE, <
W TN AT HIIHARDZEE R H R R e LD —H
DIRHTHER 2 TR L K- P E LTHE— b2 ¥ I2K
B 5. wiRlZ, BARDFET S NEHERE % FATHI D IRRE
WIS 2. Vo =TT A7 L1280, BREoIE~
V7 27 TEBRVERET 7 A VDSV 27 Th D 0E
DEHEST S EDUREICR .

BEBR Y — VAR Y AT 4 (REMAAR I3 SCER [14] (2F2H)
WL R — 2RI, 2—FPCHLILVT T %
ERER$ B BRBR Y — VAR ERT 5. BRERY — VL, /85—

1923



BB FREHNEE Vol.54 No.7 1921-1929 (July 2013)

TrANEERBRI Y VU ENE, Ny =0T 7 A
Wi, EOT7ANVRL I A M) EHIBRTA2DO0E Vo7
ERERFNEZ R E T 5. BB 2 vid, Xy =774
WL — PC L CERBRLIR 24T 9 . BRER Y — VAR
AT LIIEREEY — VD —ETH LNy — T 7 A IV EE
W5, By iddboshrLor—9PC EIZS VA

F=&ENTWE, BREEY — VAR AT AI2LD), <
Yo TEIIRNT Y AT AV = T EHIE S R
D, L= PCHoDOEREATREL 72 5.

Vb, Fito 420Ny o 7HHHEREDEHEEIC L Y,
PC DS OHIBIET7 7 A VOZERL EBEAMOIE~ LY =7
DITANT) T, FEET 7 A VOFITE <LV 2T D
Wi, MUmEShz<vw = 7 ORE, FToaENR< L
Vo TR RSER S ND,

I—HFHFE— P AT LTI, TS OHEZ EHES
L7720, 7947 =2 b (Client Agent,
CA), =/ —T =} (Server Agent, SA) &£\ 2D
DOEE R ZIT A, CAIZ2—% PC LT, SA IZ2—+
R—r b ¥ ECTEHETA.

3.2 & - BERRODFIE
< TR - BRBROTFNEE DL IORT .

1. A, 2—HE2—FHR—- LI 05 CARY
U= FLTPCICAYAM—LT B, HEY—I
F7u v Ao EHRL, BEE7 7 AVERRL
T CA 2T,

2. CAFHREME7 7 AV EHIAE LTSAICEET 5.
PEABRTIC, 7 74 )Vid CA - SA ot ¥ 7213 SA
DRI L VL E NG, F/Bk s I —
¥ PC NOBIEEHE AET 5. EHRIZITL—
PCIZA YA P=NVENTWVELOSRT T r—3
CORMHRN—Y g R NG I NA.

3. WAL BREEREYZE L2 SA MR EHES L TERY
AMIARNTANTIZHEET S, FTA P AT 4
VIR DEEHDOIE< IV = 7 T b hEDPDOHE
WRELNT 5.

RTA MRS T A NI PR EBEANOIET VY =T
EHIE LA, SAIBBEOT s ANKENY Vo
% CAIZEANT A, CAIX, SAroHEmaEnszryr
ANVZGENy Vafiza—h VKT A M)A NEWV)
TFANEGET S, O—A VKT A M)A MIL—
FPCHIZHLMHM~L T TDT 7 A NG ENY
Valin—EERET A, Lk, BEY —VSE—K
REER LIS, O—ANVEFTAL P ANT 4 LS
WZEW 740 ) a3, SAICIEERE SN W,
T/, a—HIVFRTA M)A MIZEL-FPEED
TIANEBETAIENTES, THIZEY, BE
DEARLHEOADPEHT LV 7 272 E, &

© 2013 Information Processing Society of Japan

X2 )T 4 OBIUEDS PCHMIH T Z DT E L %
W7 7 AID SANDEEFBIET A,

4. F®TA PV AT 4 VE MR ZBEAOIET LY =7
EHIE L hr o A, SA IR L REEEHR Y <L
7 TENIRAT > A T A3 ) AR O AT & KT
B, <V TEINT Y AT L3RR E AT L, W
ROZEECET 2 W & AR SRR L
K= N2 BETH. <7 = TEINENT Y AT L5
REIE~ VT 27 EHE LA, MIREERT A MY
APTANTECADTO—HIVETA M)A MBS
ENYE- P VAT LOMBIIETT 5.

5. W = TN Y AT LA BRE <V 7 L
E L726, SAIBUR E R L AR — b B X OEBRER
TEMABRER Y — VAR Y AT LICHEET 5. By —
WY AT 23 26 OFEHx BB Y — Lo
=77 ANEERLTSAIGEET 5.

6. SAZBRERY — VDX —2 T 7 A V% CAIEET
5. CAUBEEBY —VITy Y v 2 FEFLTHNY —
T 7 A WITEE S N BRLEE 24T\, vV =7 % PC
MHERT S, D ETHR— P A7 2 OMBII5%ET
T 5.

3.3 E#E

RETHRARD 7 4 =)V FEBRTHW Y A7 4D
DWTIRNRZ,

SA 1% OS 12 CentOS5.4 # Fiv:, HTTP #fg %8 L C,
CA LMk - BRER Y — IV O%EZE 54T .

BRER Y — WV AERL Y A7 40F OS 12 Cent0S5.4 % H W,
SOAP {5 % i U T SA EFNTRER L A —+ - BBy — v
INF — T 7 A NVDREZERIT.

KTA MY AFNT7 4% 1E 0S IZ Windows 2003 Server
Z vy, SOAP 15 % U CHfl - HlefR e t2E 5.
TAZERTA R AFDBICIEEF LY T4 RN TNEHE
flEE 72 800 FT UL EOBEAMDIE~Y NV T = T DNy v 2l
PEFRESN TV D,

<V TEIEAT Y A T 41213 NICT 2SHF2epi 38 %
11> T\ % nicter X 7 BN~ 27 2 (LUF nicter) [2] &
FH\w 7z, EERIZH 72 nicter 121X 8 D OEINYFATEREE 2N
WESNTEBY, SOOKIRL IS5 2 & 05TE 5,
FENTERBZ MR DI IE TRRICT A A7 A A=V DEFE SR
LaTo CEIBAHEINT 5. ZOMEIZIE 5 0L DR
TS,

4. XNV J I T7HRHERI-—YHYR—-K I ZXTLD
1t
ARETE, 74— NVFRERLaVEa2—%T 32—

voa YERE R, BRSERRN IS £ ) BB 2
EDOREEDENPFEAT B & 5Hll, ZEHET 5.

1924



BB FREHNEE Vol.54 No.7 1921-1929 (July 2013)

® 1 FEEHROME
Table 1 Result of field experiments.
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Fig. 2 Histogram of malware sample arrivals per each hour of

day.
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Fig. 3 Queuing network model of the user support center.
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Table 2 Parameters of the simulation.
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