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Resistance Evaluation of User Authentication Method

goduouobbogooouoobogood
oooobooogoon

0O o o ot o o o oft

gooooooooooooOoOoooOoboOOoOOO0O0OOOO0ObOObOOOOOnOO
goooooooooOoOoOooboO0o0oo0oooooooooooooOobObobobboooo
gooooooooooooobooOoOoooooooooooooooOoboboOn
gooooooooooOoOoOoOoOOoOoOoooooooooobooOoOoObObOoOoOnO
goooooooooOOoOoOoOOO0OOoOoOooooooooobOOOObObbOOOO
gobo0ol100o0o0o00oO0o0O0oOo0O0oO0oO0OoboOoOOoOOO0bOOOBOOn
goooooood

Using Matrix against Shoulder Surfing

SHOJT SAKURAIT and TATSUJT MUNAKAT!

This paper proposes a user authentication method of challenge-response type
with plural passwords. The authentication method displays an array of colors
or figures behind characters. Users move the background array with direc-
tion keys, and prove that they know their passwords by making a response as
using this amount of the movement. We show that our method’s resistance
against shoulder surfing attack is improved by using plural shorter passwords,
and present that our method is better in the resistance than a conventional
user authentication method to choose the one of the groups of the password
character candidates directly.
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Fig.1 An environment for authentication.
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Fig.2 Authentication method based on vector of background matrix.
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Fig.3 Shift of background matrix by direction keys.
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Fig.4 An example of operation with authentication method based on vector of background matrix.
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Fig.5 A change of password candidates based on a background.
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Fig.6 Number of password candidates after k times of shoulder surfing
(m =5,n=10,b =10, = 8).
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Table 1 Increase rates of the number of candidates when total length of passwords is lengthend (m = 5,n = 10,b = 10).
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Fig.7 Keystrokes per Character to decide background (m = 5,n = 10).
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