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Application of the Supervised Pareto Learning
Self Organizing Maps to Multi-modal Biometric
Authentication

HirosHi Dozono, ! SHINSUKE IToT!
and MASANORI NAKAKUNI'?

Recently, security of the computer systems becomes an important problem.
Almost all computers use the password mechanism for the user authentication.
But password mechanism has many issues. For this problem, biometrics au-
thentication is used as the solutions. In this paper, we propose the Supervised
Pareto learning Self Organizing Maps which can be applicable to the integration
of multi-modal behavior biometrics. The performance of this method is con-
firmed by the authentication experiments using the combinations of key stroke
timings and key typing sound.
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Fig.2 Experimental setting.
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Fig.3 Wave form of keystroke timings and key typing sound.
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Fig.4 Map of keystroke timings organized by SOM labeled with user numbers.
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Table 1 Result of authentication experiment with each feature (SOM).

user timing sound

FRR FAR FRR FAR
User 1 0.552 | 0.0000 | 0.191 | 0.0000
User 2 0.226 | 0.0375 | 0.432 | 0.0414
User 3 0.188 | 0.0231 | 0.570 | 0.0604
User 4 0.006 | 0.0401 | 0.573 | 0.0442
User 5 0.070 | 0.0043 | 0.253 | 0.0847
User 6 0.187 | 0.0356 | 0.761 | 0.0045
User 7 0.145 | 0.0165 | 0.216 | 0.0314
User 8 0.257 | 0.0366 | 0.365 | 0.0332
User 9 0.311 | 0.0144 | 0.397 | 0.0235
User10 0.189 | 0.0054 | 0.096 | 0.0404
Average | 0.213 | 0.0213 | 0.386 | 0.0363
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02 0000000000000000SP-SOMO
Table 2 Result of authentication experiment with each feature (SP-SOM).

user timing sound

FRR FAR FRR FAR
User 1 0.507 | 0.0000 | 0.123 | 0.0000
User 2 0.182 | 0.0270 | 0.333 | 0.0282
User 3 0.189 | 0.0228 | 0.290 | 0.0297
User 4 0.010 | 0.0347 | 0.434 | 0.0353
User 5 0.067 | 0.0037 | 0.136 | 0.0392
User 6 0.104 | 0.0239 | 0.714 | 0.0104
User 7 0.121 | 0.0154 | 0.230 | 0.0559
User 8 0.209 | 0.0281 | 0.068 | 0.0179
User 9 0.226 | 0.0138 | 0.480 | 0.0221
User10 0.134 | 0.0108 | 0.511 | 0.0552
Average | 0.175 | 0.0181 | 0.332 | 0.0294
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Table 3 Result of authentication experiment with integrated features.

user SOM P-SOM SP-SOM

FRR FAR FRR FAR FRR FAR
User 1 0.342 | 0.0000 | 0.231 | 0.0000 | 0.182 | 0.0000
User 2 0.117 0.0080 0.140 0.0116 0.121 0.0128
User 3 0.087 | 0.0088 | 0.101 | 0.0257 | 0.093 | 0.0056
User 4 0.079 | 0.0239 | 0.096 | 0.0242 | 0.073 | 0.0178
User 5 0.017 | 0.0127 | 0.060 | 0.0177 | 0.033 | 0.0064
User 6 0.170 | 0.0144 | 0.380 | 0.0194 | 0.202 | 0.0189
User 7 0.103 | 0.0036 | 0.080 | 0.0128 | 0.062 | 0.0103
User 8 0.056 | 0.0213 | 0.023 | 0.0146 | 0.017 | 0.0085
User 9 0.090 | 0.0122 | 0.302 | 0.0089 | 0.169 | 0.0073
Userl0 0.115 | 0.0023 | 0.172 | 0.0103 | 0.127 | 0.0092
Average | 0.110 | 0.0107 | 0.159 | 0.0145 | 0.108 | 0.0097
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04 0O0OO0OO0OO0OO0O0O0OCOOOOOOOCOOOOOOOOOOOO0O0
Table 4 Result of average of authentication experiment with each feature (key-+tablet).

user key pen speed pen pressure
FRR FAR FRR FAR FRR FAR
Average | 0.076 | 0.0022 0.436 | 0.0202 | 0.376 | 0.0173

05 ODO0OO0OO0O00O0O00C0OOOO0OO0O0OOOOOOOOOOOOO0O

Table 5 Result of average of authentication experiment with integrated features (key+tablet).
user SOM P-SOM SP-SOM

FRR FAR FRR FAR FRR FAR
Average | 0.045 | 0.0008 | 0.170 | 0.0080 | 0.045 | 0.0020

gbooooooooooobooboo sgooobouobooooooobooooboobooDo
gbobooooooooooooboo 1nogooooboooob oooboooooobooDbo
goobooooobooooboooobebb0obobobOOO40000b0O0OOO0ODOOOODO
gboboooboooooooooboooooboobboobboobooooDO0 4000
gobooooooooooobooo sonooo
goooobooooooooooooooooboboooooooooDoobooooDoo
gooooboooooooooobooooooooobobooooobobooooooooDoboo
oogosoMO sp-soMO00C0CO0OO00O00000O0OODODOOOOCOOOOOOOOOoog
gooboooooboooboboboobooospoooboobooooobobooooboboboooDoboo
OO0DO0000ooOoOoO000ooOoogoooooO SP-soM O FARO SOM O FAROO
gobooooooooooooboooooooobobooobooboooobboOobooboooDoo
0000000000 00000oo00oo0o00o00 FARODOOOOOOOO0OoOoo
oooooOooosoMOOOOoO2000000000000000000O00000O0
oooooooooo se-sOMOOOOOOOODOOOOOOOO

5. 0 000

g0oooO0o0o0o0oOo0oooOooOoOoooOoOoOoOoOoOoooSp-sOMOOOOOOOODO
gooooboooooooooboooooobooboooooooooobooooooooDooDooo
gbobooboooobooboodbooobooooboooooooboooOooooDo
goboooooboooooooobooooooooboboooooobooobbooboboooDoboo
gooooooooooooooooooooooboooooooooooOooooooboo

00o0oooooog Vol 49 No. 9 3028-3037 (Sep. 2008)

goooo

goooooooooooooob iotoooooooobooboooboOoOObobbboo
goooboboooooooboooooooobooooboooboooobooocbObooOoooooDo
000000000000 00000000000000000000000 FAR=FRR
gooobooboooooooooboooooobooboooooooboooooobOoOooooooo
uoboodooboooooboooobooooooobooboooboobooOoobboOobooboOooooo
goooboooooooooooooooboOoooobobooooooboobOooooooDo
gbobooboooodoboobooooboooboooobooooboboobOoobOoOoooDo
gbobooboooodobooooooooboobooboobooobOobooboobOooooDo
goooooobooooooooooooobobooboooOoobobooooobooOobOoOooooDoon
gbobooboooodooboooboooooboooboobooooboOooboOoOooOoboboobo
goooooooooooooooooooboooooboobooooooobooooooon
goooo

o o o0 o0

1) Bolle, R., Connell, J., Pankanti, S., Ratha, N. and Senior, A.: Guide to Biometrics,
Springer (2004).

2) 00000000000 000000O000 MythBustersd Crime and Myth-
Demeanors 2, Episode 59, 50 16 0 O 0O (2007).

3) Kohonen, T.: Self Organizing Maps, Springer, ISBN 3-540-67921-9 (2001).

4) 00 0O0O0OO0OUOOODO0OOOOOUOOOOU PDAOOOOUOOOODOOOOO
0000000000000 Vol47, No.8, pp.2593-2601 (2006).

5) Dozono, H., Nakakuni, M., et al.: The Analysis of Pen Pressures of Handwrit-
ten Symbols on PDA Touch Panel using Self Organizing Maps, Proc. International
Conference on Security and Management 2005, pp.440-445 (2005).

6) Dozono, H., Nakakuni, M., et al.: The Analysis of Pen Inputs of Handwritten Sym-
bols using Self Organizing Maps and its Application to User Authentication, Proc.
2006 International Joint Conference on Neural Networks, pp.4884-4889 (2006).

7) Dozono, H., Nakakuni, M., et al.: The Analysis of Key Stroke Timings using Self
Organizing Maps and its Application to Authentication, Proc. International Con-
ference on Security and Management 2006, pp.100-105 (2006).

8) Monrose, F. and Rubin, A.D.: Keystroke Dynamics as a Biometric for Authenti-
cation, Future Generation Computer Systems (Mar. 2000).

9) Brault, J.J. and Plamondon, R.: A Complexity Measure of Handwritten Curves:
Modelling of Dynamic Signature Forgery, IEEE Trans. Systems, Man and Cyber-

(© 2008 Information Processing Society of Japan



3037 0OO0OO0OO0OO0O0OOOOOOCOOOOOOCOOOOO0OOOOOOO0GCOOO0

netics, Vol.23, pp.400-413 (1993).

10) Dokic, S., Kulesh, A., et al.: An Overview of Multi-modal Biometrics for Au-
thentication, Proc. 2007 International Conference on Security and Management,
pp-39-44 (2007).

11) Nakakuni, M., Dozono, H., et al.: Application of Self Organizing Maps for the
Integrated Authentication using Keystroke Timings and Handwritten Symbols,
WSEAS TRANSACTIONS on INFORMATION SCIENCE & APPLICATIONS,
Vol.2, No.4, pp.413-420 (2006).

12) Dozono, H., Nakakuni, M., et al.: Application of Self Organizing Maps to User
Authentication Using Combination of Key Stroke Timings and Pen Calligraphy,
Proc. 5th WSEAS Int. Conf. on COMPUTATIONAL INTELLIGENCE, pp.105—
110 (2006).

13) Araujo, L.C.F., Sucupira, L.H.R., et al.: User Authentication Through Typing Bio-
metrics Features, IEEE Trans. Signal Processing, Vol.53, No.2, pp.851-855 (2005).

14) Loy, C.C., Lim, C.P. and Lai, W.K.: Pressure-Based Typing Biometrics User Au-
thentication Using the Fuzzy ARTMAP Neural Network, Proc. 12th International
Conference on Neural Information Processing (2005).

15) Do0ooO0ooooUoUooooUoUoOoooUOoOoLooooUoUoooo
0080IU0000ODOO00000N0O0N0U00DONO0O0ODODO000NOOODOOpp.129-143
(2002). http://hdl.handle.net/2065/425

(00190110 29000)
(00200 60 3000)

g gooood

196100019840 3000000000000OOO0OO19860 30
gbobooboooobobooooooboooobooniegyn sguoo
oooooobo0o0o019910 3000000000198 0b0 400000
ooooboooo991b4000000000000019920 7000
o094 040000000000000000000019980 400
goooboooooooobooboooobooOooOoboooooobooocbOoOoOoboooooOoDoon
gooobooboooooooooboooooooooooobooboOooooobooOobOoOoooOooDoDn
0000000000 O00OOIEEEODODODO

oo oo

198400020070 300000000000 OOOOOOODGO20070O
4000000000O0OOCOO0O0O0DOOOOODOOOOOODOOOOODn
goboooooooboooooboooooooboboooboooooo

r@f

o0 ooboooo

197500019980 30000000000 0O0Oooonz2oc000 300
goboooooooooobobooOooobz201D nooooooDoOo
oooooooo2007r0 300000000000020070 40000
ooooooooooooooboz20080 40000000000000O
goooooboobooboooooooboooooooboooboooooooooo

00o0oooooog Vol 49 No. 9 3028-3037 (Sep. 2008)

(© 2008 Information Processing Society of Japan



