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Oblivious State Transition Protocol and Its Applications
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In this paper, we propose two protocols by using Oblivious Transfer for the
state transition algorithms (Deterministic Finite Automaton and Turing Ma-
chine). These protocols fill following requirements. Server that has the state
transition algorithm cannot obtain the client’s input. Client that has the in-
put string can only obtain processing result. We show examples of OSTP
and OTMP for e-mail filtering service, digital watermarking service and group
shared key generating service. In the mail filtering service, the mail server has
mails and the filtering server has filtering conditions. In the digital watermark-
ing service, the user has a image and data for embedding and the server has the
embedding algorithm. In the group shared key generating service, each user
has his secret share which is used key generation and the server has the key
generating algorithm.These services are secure since they can mutually hide the
algorithm and data secretly.

1. 0000

gobooooodooooboobooooooboobooooooobooooboboobooooooo
gooobooboooooooobooocooooboobooooooobobooOobobOoOoooooDooo
gooobooboboodooooboooooooboobooooooooobooocOooooooboooboon
goboooobooobboooboooooooboooobooo
gooooboooooooboobooooooboobooooooobooDoOOobCOoOoOoobooboDn
goooooooooooooooooooooboobOoOo0oooooOobobOoOoooooDoboo
00 00 Oblivious Transferd 0000 OOTY 000000000000 OOOOOOO
O000ooooOoooooSTPDOTMPOOOOOOO
ooooSTPOOTMPO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOO
gooobooooooooooooboooboooooobooboooooooboooooboon
gobooboooooooboooooooooboooooooboooooooobooooooDoon
gooobooooooooooooooobooboooooobooooooboooooooDooDn
goooboobooooooooboooooboobooboobooooooDbooboooooDo
goooooooooooooboooobobooooboboooooDbbooooooDoDo
goooooboooooooobooooooooobobooooooobooobogoooDooDo
gooooobooodoboooooooobooooobobooooooobooobogoooboDo
goooboobooooooooooooooooooboobooooooobooooooDoboo
goooboboooooobooooooooooooooooooobooboOooobooooon
goooboboooooooooocoooobooboobooboOoboO0ooooooboOooooooo
gdooooooooooooooooooooooboboOooooobooOobOoOooooDooDn
goboooboooooooooon
gboooooooooooooooo200000b000b0ObOO0bObOobOO3000
000000000 oo0ooooooo0o OTOOOO0OOO400000000000

f10000000000000D00000D000

Graduate School of Science and Technology, Tokyo University of Science
f2 0000000000ODOOOOO

Department of Information Sciences, Tokyo University of Science
x1 00000000000000

Presently with FUJITSU FSAS INC.

(© 2008 Information Processing Society of Japan



3002 O0OO0O0OO0OOOCOOOOOOODOOOO

gobooooooooooooboooboooboboooboooosb0bb40b00OO
O00000oooO0o0ooooooOooenoOoOOSTPODOTMPOOOODOOOODOOOO
ooooooorobooboooboboobo

2. 0000

o0oo0ooooo0ooo0oo0ooooo0oo0oooooooooooooo
Oo0o0ooo0o0oooo0ooooooooooooo

00 2)03)00 orTUooUoU0Uo0UOoUoLDOoULOOoULUOoUDLDUOOOLOOO
O000o0o0o0o0oooO0o0oooooooooooooooooo

000o0o0oo0oo0oooo0ooooooooo0ooooooooooooo
00o0o0o0oU0oU0o0oooUoOU0oUU0 4900b00oUOoULOUOLOOoLDOoUOOLOOO
00o0o000000oooOoO0O00000OOOOO0000D0DOoOODOOOOOOO
ooooo

0000o00oo00oo0oooooD ) 000000000 D0oDoOooO0OLOLOUODLOooDOO
O00000O0000O000DO0000O0000000000000000000 Oblivious
Polynomial Evaluationd 00 00O00O0O0OPEF) 0000000000000 OO0O0O
0000000000000000O0OPEOO 199900 NaorOOOOOOOOOODOOT
gooob0obOo0obOo 20000000000 DOD0OODODUOODODUOODODO
gogboooboooboobooboobobbobboobooboboboobooboboo
gooboooobooon

O00 oPEOOOUOOOUOOOOOUOOUO 7)OUOOUOLOODO 7)000OPE
oooo0oooooo0ooo0o0od0Ud0 nO000O0O00O0ODOOOO0O0OOODOOOO
o00o0ooo0o0ooooooooooooo

3. Oblivious Transfer
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Fig.1 State transition diagram of DFA.
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Table 1 State transition table of DFA.

0 1
q0 q2 q1
q1 q3 q0
q2 q0 q3
q3 q1 q2
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Fig.2 State transition diagram of TM.
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Table 2 State transition table of TM.

1 Xp
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q2 (92,1, R) (g3, Xp, L)

a3 | (g4, Xy, H) -
q4 - -
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(2,1): Erxc(5,45,1)[(0, Xo, H, K (5', 4, 1), K(5', g1, Xb))]
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Fig.3 An application of OSTP.
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Fig.4 An application of OTMP.
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Fig.5 An application of extended OTMP.
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