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A New Secure Software Platform on
the Cell Broadband Engine™ Processor

MASANA MURASE,"! MASAHARU SAKAMOTO, !
KANNA SHIMIZU,'? WILFRED PLOUFFE'
and VLADIMIR ZBARSKY'?

This paper presents a new secure software platform, namely, the Cell Broad-
band EngineT™ (Cell/B.E.) Security SDK. The key feature to our platform is
to use the isolation mode of the Cell/B.E. processor, which disables malware
including OSes and hypervisors to access application secrets. We have proto-
typed a content protection system based on the Cell/B.E. Security SDK and
proved that it is practical to apply our technology to secrets protection areas.

1. 0000

000000000000 000000000000000000000000Y? 0
DTCPODTCP-IP? 0000000000 OOOOOOOOOOOODOOOODOO
0000000000000 00000000000000000000D00000000
000000000000 00D000000000000000000000000000
00000000000D00D0000000000000000000000000000
0000000000000 0000000000000000000000000000
o0oo

0000000000000000000000000000000000000000
000000000000 DOobfuscation?? 0000000000000 0DOOO0O
0000000000000 0000000000000000000000000000
00000000000D000000000000000000000000000000
0000000000000 00000D000000000O0S0000NoN0oNnonoag
000000000000 00000000000000000000000000000
00000000000000000000000000000000000000000
000000000000 0000000000000000

0000000000000D0000000000 IBM SDK for Multicore Acceleration
00000 3.0 0000000 Cell Broadband Engine™ 0 Cell/B.E.O Security SDK
00000000®00 SPDKOODOO0OO0O0000000000000000000000
00000000000D00D00D00000000000000D000000000000
O00000000000000000000000Cell/BE.OOOO0OOCODOOOO
0000000000 Cell/B.E. Security SDK OO ODO0ODO0O0O000OO000OOO
000000000000 00D0o00n

0DO00020000000000000000000300000000000000
000000000000 0400 Cell/BE.OD0OOOOOOOCE/BE. 00ODOOOO

f10000000000000D00000D0O00

Tokyo Research Laboratory, IBM Japan, Ltd.
2IBMUO0O0O0O000O00O00O00&OO0O0OOOOOOO

Systems & Technoly Group, IBM Corporation
t3IBMOO0OOOO0ODOO0OODOOODOOO

Almaden Research Center, IBM Corporation

(© 2008 Information Processing Society of Japan



2990 Cell Broadband Engine™ 0 0000000000000 00000000O00O0OOOOOOO

gooobooooooooooosbobooobooooobbooooobobooooDobo
0000000 Cell/B.E. Security SDK OO OOOOOO6000 SDKOOOOOOO
ooooooooooooooorooooooOOboboOoOooooooOObOboboOoooo
O000O0o0oSbKOOOOOOoo8Oooooo9ooooooooooo

2. 00000

gooooooooooobooooooooboOoboOooobooooooOoboooooooDooboo
gooooooooooooooooboooo soooooobooooboOoboOooooDbobo
goboooobobooobooooooooooobooooooo

A-1. 0000O0OOOOOOOOOOOOOOOODbOOO

A-2, 0000OO0OOOOOOOOOOCOOOOOO0OO0O0000O

A-3. 0O000OO0OOODODOOOOOOCOOOCOOOOOOOO0O0O00o
A-1000SO00COOOO0O00O00000OCOOODOO0O0O0O0ObOCOOO0O000O
gooooooooooooooooobooooooobobooooooooooooDoobobo
gooooooobooooooooooooooooboooooooooboooooooooDoboo
00000000YOo0o0o00O00000000000000000000000000
A-20000000000COOO0000O0ODODOOOCOOOOO0O0OODODOOODOO

gobooboooooooooboboboboooooobooboboboboboobooo

gooooboooooooooobooooooooboooooobobooDbboooooDboo
gooooooooooo
A3000000000000000000O0O0O000O00OO0O00O0OOOO00O
goboobooodboooobodoooobooooboooooboobOoooOooooDa
000000000000000000000Y 0000000000000000000
gooooooooodooooobooooooooooboobooooooobooooooDooo
gobooooooboooooboooooa

3. 00040

goboobooooooobooooooooooboooooooboooDoooOoooDboOboOoOoo

g3bbooboooobb1obo0obo0ouoooboouoboboboooooobooboOon 200

cepUO0000000000000O0OO0O0O0OOOOOODOOOOOODDOOOOODO
joooboooooboobooooooooobooboooooooooooobOobooooboo

000oooooog Vol 49 No. 9 2989-3000 (Sep. 2008)

CPUDODOOOODODOOODODODOODODDNODODONONDODONDONODOOO
oooooo

3.1 00000000000

Tripwire ¥ 00 0000000000000 O00OO0ODOOOOOOODOOOOODOOO
0000000000000 0000000000000000000000000000
00000000000000000000000000000000000000000
00000000000 000000000000000000000000000000
00000000000 00000000000000000000000000000
00000000000 Trusted JVM'? 00Java000000O00000O0000O0OO
0000000 Jawa000000O00O0000D0O0O0O00DODOOOOOODOOOO
Ooooooooo
0000000000D000000000000S0000000000000nOno
00000000000000000000000000000000000000000
0000000000000000000000000000000000O0000000
00000000000000000000000000000000000000000
00000000000000000000000

3.2 00000000000 00000

Dyad 2 01IBM 4758290 TPM 2V 0000 NGSCB'® 0OCPUDDOOODODOO
0000000000000 00000000000000000000000O0IBM 4758
0 NGSCBODOODODODODOODODODOODODOODOODO0O0OO00O0OO00O0O0ODO0O
00000000000000000000000000000000000000000
000000000 CPUODOOODOOONOOONOODNOODNOONDOONONOONDNOOnon
000000000000 00000000000000000000000000000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 0000000000000000000000000000
000000000000 SDKOOOOO0ODOO0O000000000000000000
00000000000000000000000000000000000000000
00000000000Dyad 0000000000000 O0O0O0OOO0OOODOOOOO
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000

(© 2008 Information Processing Society of Japan



2991 Cell Broadband Engine™ 000 0000000000000 000000O0O0O0OOCOOOOO

0000000000000 0D0D0D0000000D0DD0OD000000DDDonoo0o0g
0000000000000000000000000000000000000000
00000000000000000000000000000000

3.3 0000 CPUDOOOO

XOM O Cerium® 000OSOODOOOOOOOOOOOOOOODOODOODODOOD
000000000000000000000 CPUDOOODOOOODOOO0OOoog
00000000000000000000000000000000000000000
0000000000000000000000000 CPUDOOOOOODOOOOOO
0000000000000000000000000000000000000000
0000000000000000000XOMOOODOO0O00O0000000 Cerium
00000000000000000000000000000000000000000
DMADOO' 0000000000000 0O0ODOODODOOOOOOOOOOODOD
000000 CPUODDOOODODOODODOOONDDOOONDDOOOOXOMOOO
00000000000 000000000000000000000000000000
0000000 0O0D0ooog'o

ODOAEGIS?? 00DO0D0OXOMDO Cerium 00000000000000000D
00000000000 D000D00D000000D0000000000000000ong
000000000000 0000 200000000000X0OM O Cerium 00O CPU
000000000000 D0000000D000000000000000000000O0
O0D0D0O00DDOOOODAEGISOO0ODODDO CPUOOODOOOODOOODDOO
0000000000000000000000

XOMOCerium 000 AEGISOOOD0O00O0O0O0O0DOO0OD CPUOODOOOOOOO
00000000000000000000000000000 CPUOOODOOOOOO
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 0000000000000000000000000000
0o0o000ooDooog
000000000000 O0Cerium 0 AEGISOO0ODO0O0OODOOO0O0ODOOOOO
000000000000 00000000000000000000000000000
00000000000000000000000000000000000000000

000oooooog Vol 49 No. 9 2989-3000 (Sep. 2008)

gooobooboooooooobobooooooooobooooooooobobooooooDoobDO
000oo0oo0ooooo cpUOOOOOOOUODOOOOOODOOOOOOOOOO
gooooboobodooooooooooobooboooooboOobO0oooobooOoboboOoooobooDon
gooooboooboooooooobooooodobobooooboboboOooooobooOobocOooOooDooDn
uoboodoooboooooooobooooobooOoboboobobboooooobobOoobooooo
gdooooooboooooooooooooooooboobooooooobooooooDon
goooobooooooooooooooooooobOoboOoooooobooooooo
gooao

0O0OTrustZone? 0000000000000 OOOOOOOOOOOOOOOOOO
0000 200000000000000000TrustZoneJOOOOOOOOOOOO
goooobooooooooooooboooooobOoboOoobOoobooboOobOOoOoOoooDoDon
goooobooooooooooooboobooooooooboboooooobooooooon
goboobooooooooooooobooooooboooOobooobooboooboooobooDboo
goooobooooooooooooooooooooooooooooboooooooo
goooobooooooooooooooboooobooooooooooooooooboo
goooooboooooooooboooooooooboboboooobobooooDDobooo
gooooooooooooooobooooooooooboooooobooooooDoDo
gooboobooooooobooooooobooooobbooooooboooooDboo
gooo

0ooo0o0oOo0ooooooOooOooooooooooooD oSUOoooooooo
gooooboobooooooooboooobooboOoboo0oobooooooOoOoOoooooOooon
0000000000000 TrustZone DOOOOOOOO0OOOOOO0O0OOOOOOOO
oooobooboobooooooooobooooooobooboooooooOobooobooobobOoOo
boboooboooooboboooooodobooooboboboobooooboOooobo
gooooboooooooobooobobooooobobooogooooooboOooooboon
goboodoobobooobooooboooobobooooOooooooooDooo

4. Cell/B.E.00000OOO

ooad Cell/B.E.DDDDDDDDDg)DDDDDDDDDDDDDDDDDDDDDD
02000003000000000000000Cell/BE.O0DOOODOODODOOOO
0000000000000000000000000D000 Cell/B.E. Security SDK O

(© 2008 Information Processing Society of Japan



2992 Cell Broadband Engine™ 000 0000000000000 000000O00O0OOCOOOOO

Enterprise Interconnect Bus (EIB)

L2¥vy>a
(512KB) Memory

Interface
Controller

(MIC)

LiFrySa
(32KB)

H
o
<
=

PPE (64-bit Power Architecture w/VMX for Traditional Computation)
L

Memory
(off-chip)

1/0

01 Cell/BE.00O0O0OO0DDDDODODOOOOOO
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Fig.2 Application execution in isolation mode.
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Fig.6 Sample code for launching an SPE secure application.
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Table 2 SPE secure application boot time on the 3.2 GHz Cell/B.E. processor.
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