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Proposal and Implementation of
SSH Client System Using Ajax

Yusuke Kosupaf! and Ryoicur Sasakif!

Ajax is used to make web applications behave as if they are desktop applica-
tions. In this paper, we propose and implement SSH client system using Ajax
which is independent of OS or Java runtime environment. In our system, SSH
packets are generated by JavaScript on a web browser, and a web server acts as
proxy to send the packets to SSH server. Thus end-to-end SSH communication
is realized by achieving above function. The result of experiment shows that
the system is working correctly on web browsers in PCs and mobile-phones.
Moreover, the performance in PCs and mobile-phones is measured. The results
show that the processing speed is sufficient in an emergency, although it is not
sufficient to use regularly in some environment.
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Fig.2 Network configuration of existing systems.
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Fig.3 Software configuration of existing systems.

00000o0o0o0o0ooooOogoogoooooooooOoO0 SSHOOOOOoooooooo
gooogd

ooooooooooooooooO HTTPOOOOOOOOOODOOOOOOOOO
gobodooooboooboooobooooboOooobooobooOooonn

ooo0o0o0oo0oO0o0o0o0o0oo0oo0o0o0ooo0oo0o HTTPSOO
goooboooooooooooooooboboOoooobooboboOooooboobooboOoboo
goobooooooobooooooobooooooooOobOoOoOooooOoOooOooooOoboOoooo
gobobooboooooooooooboooobooooooooboooooobobooooobooboo
goooooooooooooooooooooboooooooooobooOooboboooooooo

gboooooboooooboooobOoobooooOoobooobOobOboOoboooOoDo
o000 HTTPSOOOOOOOOOODOOOOOO0O0O0O0O0OODODOOCOOOO000O0
gobooooooobooooboooooooooboooobooooooooboboOooboooobooo

00o0oooooog Vol 50 No. 1 421-429 (Jan. 2009)

AHH ) |AlaxH I IR—
TI)r—ay |AaxmzIR—2
SSH
Dz JH—N
TCP/IP 0Ss HxJH—N
TARINT P P
FIV—say ERYATL HRVATL

04 O000D00OOOO

Fig.4 Functions configuration of implementations.

/A
1
[ —
SSH over _— Iz
HTTP(S) SSH A
1
D 12 8—F bk =
= =
D547k
JE—F
avEa—4

05 0J0O00O0O0O0ODOODOODOODOO
Fig.5 Network configuration of proposed system.
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Fig. 6 Software configuration of proposed system.
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Fig.7 Protocols stack of proposed system.
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Fig.8 Communication sequence of proposed system.
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Fig.9 Screenshot of login dialog.
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Fig.10 Screenshot of terminal window.

(© 2009 Information Processing Society of Japan



426 Ajax 0000 SSHOOOODOOOODOOOOODOO

02 OgOoOoooIpoOOO
Table 2 IP address cofigurations.

74T 192.168.1.5
ZESA A 192.168.1.3
JFE—ha L Ea—X& 192.168.1.2

No. . | Source | Destination | Protocol | Info |

149 192.168.1.5 192.168.1.3 HTTP POST /work/20080307/ajax_ssh/interface.php
150 192.168.1.3 192.168.1.5 TCP 80 > 1065 [ACK] Seq=1l Ack=539 Win=64997 Lel
151 192.168.1.3 192.168.1.2 TCP 1220 » 22 [5¥N] Seq=0 win=65535 Len=0 MSS=!
152 192.168.1.2 192.168.1.3 TCP 22 > 1220 [SYN, ACK] Seq=0 Ack=1 win=5840 |
153 192.168.1.3 192.168.1.2 TCP 1220 > 22 [AcK] seq=1 Ack=1 win=65535 Len=(
154 192.168.1.3 192.168.1.5 HTTP HTTP/1l.1 200 OK

155 192.168.1.5 192.168.1.3 HTTP POST /work/20080307/ajax_ssh/interface.php
158 192.168.1.2 192.168.1.3 SSHvl server Protocol: SSH-1.99-0pensSSH_4.3p2 Del
159 192.168.1.3 192.168.1.5 HTTP HTTP/1l.1 200 oK (text/html)

160 192.168.1.5 192.168.1.3 HTTP POST fwork/20080307/ajax_ssh/interface.php
161 192.168.1.3 192.168.1.2 SSHvl Client Protocol: SSH-1.5-AJAXSSHO.?2

162 192.168.1.2 192.168.1.3 TCP 22 » 1220 [AcK] sSeq=33 Ack=20 win=5840 Len:
163 192.168.1.3 192.168.1.5 HTTP HTTP/1l.1 200 OK

164 192.168.1.5 192.168.1.3 HTTP POST fwork/20080307/ajax_ssh/interface.php
165 192.168.1.2 192.168.1.3 SSHvl Server: Public Key

166 192.168.1.3 192.168.1.5 HTTP HTTP/L.1 200 OK (text/html)

167 192.168.1.3 192.168.1.2 TCP 1220 > 22 [AcK] seq=20 Ack=437 win=65099 L«
168 192.168.1.5 192.168.1.3 TCP 1065 > 80 [AcK] seq=2127 Ack=2297 win=6553!
169 192.168.1.5 192.168.1.3 HTTP POST fwork/20080307/ajax_ssh/interface.php
170 192.168.1.3 192.168.1.2 SSHvl Client: Session Key

171 192.168.1.3 192.168.1.5 HTTP HTTP/1.1 200 OK

172 192.168.1.5 192.168.1.3 HTTP POST /work/20080307/ajax_ssh/interface.php
173 192.168.1.2 192.168.1.3 TcCP 22 > 1220 [ACK] Seq=437 Ack=304 wWin=6432 L¢
174 192.168.1.2 192.168.1.3 SSHvl server: Encrypted packet Ten=5

175 192.168.1.3 192.168.1.5 HTTP HTTP/1l.1 200 oK (text/html)

176 192.168.1.5 192.168.1.3 HTTP  POST /work,/20080307/ajax_ssh/interface.php
177 192.168.1.3 192.168.1.2 ssHvl client: Encrypted packet len=17

178 192.168.1.2 192.168.1.3 TCP 22 » 1220 [AcCK] Seq=2449 Ack=332 Win=6432 L«
179 192.168.1.3 192.168.1.5 HTTP HTTP/L.1 200 OK
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Fig.11 Packets captured on the web server.

# Transmission Control Protocel, Src Port: 1065 (1065), Dst Port: 80 (80), Seq: 3550,

= Hypertext Transfer Protocol

= Line-based text data: application/x-www-form-urlencoded
sess5ion=1213012265687&Method=SEND&Data=AAAAEdSPMOp | shG81UIGYPTId7zigqv5scFNgIQ==

012 HTTPOOOOOOOONo.1760
Fig.12 Detail of the HT'TP packet (No.176).

00o0oooooog Vol 50 No. 1 421-429 (Jan. 2009)

= Transmission Control Protocol, Src Port: 1220 (1220), Dst Port: 22 (22), Seq: 304,
s SSH Protocol
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Fig. 13 Detail of the SSH encrypted packet (No.177).
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Table 3 Specification of client PC.

oS Windows XP Home Edition
SP2
AMD Mobile Sempron 3100+
CPU
1.80GHz
A€ 512MB
7 =777 % | Internet Explorer 6.0
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Table 4 Specification of client mobile phone.

0S REX OS + KCP
CPU ARM9E
AEY -
v =777 9% | Operamini 3.1 (8.60)
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Table 5 Result of measurement.
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