AL A 2 e
IPSJ SIG Technical Report

FLITA AR EXF1Y T4 RATLOESE

3:% iﬂ

JNCNEES i o Sk

VAR, BEEWS AT AOGEELR R, BHAD IT VAT ALEIE - @EHETHZL TH— X257 L~
A7 ANERZED TS, —F, @EKERB L TOAEOLEEFERS AT JMBEA, BT FEIRESNT
BY, Hi-a2EREX2 ) T A RRABEL RTINS, Toxid, EHEHRC AT LHEOEX 2V 7 0 BEEIZOND
THEBES DL LB, PO DORET 7 v A %I L, BOEFMELMETIBIILE L RS EX2 U T 055K
HIFIZOWTHRF 21T o7, KR, VY —ADHIREIN D HEHEBICKB T, TL~7 47 ATREL SN 558500
A #2410, HAOEF 27— L OlER L ICEINARR T A R X b EZORRIICHET 2 FREER
L7z, ZL T, fMliv AT AZBBL, VAT AOERERICOWVTIHMEZIT o728 25, ZOFIEIC OV THER
T&7.

Proposal of telematics security system
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In this paper, we examined security requirements peculiar to in-vehicle information systems, and considered security
countermeasures necessary to prevent unauthorized access from outside and to ensure normal movement of cars. In order to
implement an authentication function required by telematics in in-vehicle devices with limited resources, we devised a method
for in-vehicle devices to cooperate with a secure server outside, and an efficient method for dynamic white lists. We developed
an evaluation system and evaluated the basic performance of the system, thereby having confirmed the effectiveness of our
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methods.
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Figure 2 Authentication Procedure of Proposal System.
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Figure 3 ~ Components of Evaluation System.
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Figure 4  Target Functions of Evaluation.
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